Big data privacy and security: A systematic analysis of current and future challenges
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Abstract: Big data is a term that describes data of huge volumes, variable speeds, and different structures.
Even though the rise of big data can yield positives, the nature of big data poses challenges as capturing,
processing and storing becomes difficult. One of the challenges introduced by big data relates to its privacy
and security. Privacy and security of big data is considered one of the most prominent challenges as it directly
impacts on individuals. Through big data, individuals lose control over how their data is used and are unable to
protect it. An invasion of privacy occurs when one’s data is used to infer aspects of one’s life without our
consent. The prospect of data breaches in big data is also expected and can result in millions of records
containing personal information being leaked. This paper aims to understand the privacy and security
challenges that relate to big data. In order to gain this understanding, a systematic literature review is
conducted to firstly identify the general challenges of big data. Currently, a number of research papers are
identifying the challenges of big data however these papers do not follow a sound methodological process in
identifying these challenges. The systematic literature review process consists of sequenced steps that must be
followed to ensure that your research produces the required results. The systematic literature review was
chosen to ensure that the three questions posed in this research are answered. These questions are: What are
the current big data related challenges, what challenges are related to privacy and security and what future
challenges can be identified from the analysis of these challenges. The top challenges of big data are discussed
briefly and narrowed down into the challenges that are related to privacy and security of big data. In
conclusion, this paper will provide reflections on future big data challenges. This outcome of this research is
firstly to identify the big data challenges, secondly to understand the privacy and security challenges that
relate to big data and lastly to provide insight into the future challenges that can impact on big data.
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1. Background

Gartner (2013) defines big data as “high-volume, high-velocity and high-variety information assets that
demand cost-effective, innovative forms of information processing for enhanced insight and decision making”.
This is but one definition of big data that is used by researchers as there is no universally accepted definition.
This definition highlights the following characteristics of big data which are — Volume, Velocity, Variety, Value
and Veracity. Volume refers to the size of the data. Velocity refers to the speed of the data (real time,
streaming, batch or near time). Variety refers to the different formats in which data is found (structured, semi-
structured mixed or unstructured). Value refers to the benefits that the use of big data could yield for an
organisation. Veracity is sometimes added as a characteristic of big data and this refers to the integrity and
trustworthiness of the data.
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Figure 1: 5V’s of Big Data

A number of papers identify the characteristics of big data as challenges (Chandio, Tziritas, & Xu, 2015; Yin &

Kaynak, 2015):

e Volume: large amounts of data are produced daily from social media networking site and other sources.
This is growing at an exponential rate as it was recorded in 2010 that the world’s data has reached 1
Zetttabyte (Zb) (Zikopoulos et al., 2012). This poses challenges as traditional methods are unable to handle
large amounts of data.

e Variety poses a challenge as the data varies in forms and can be found from different platforms. These
bring about challenges to the hardware and software requirements of systems that will be processing big
data.

e Velocity poses a challenge as this data comes in at different speeds and as it comes in, it needs to be
processed. Velocity requires that the processing is done in a timely and accurate manner, which is a
challenge.

e Value is also seen as a challenge as there needs to be interdisciplinary cooperation to ensure that value can
be extracted from the big data.

e Veracity is the reliability and trustworthiness of the data. How this is measured and ensured is seen as a
challenge.

Apart from the challenges posed by big data through its characteristics, big data gives rise to privacy and
security challenges. Privacy and Security according to the researchers is the ability to ensure that data is only
accessible to authorized people and only used for its intended purpose. The privacy landscape has changed
drastically in the past couple of years. Before it was easy to protect one’s privacy as our personal information
was not digitized, but nowadays this has changed (Schadt, 2012). One of the latest and most popular big data
privacy and security breach is the AshleyMadison.com breach. AshleyMadison.com is a dating website for
individuals looking to have extramarital relationships. In this data breach, personal information belonging to
37million individuals as well as company financial records were breached (Information Is Beautiful, 2015).

Data breaches are not the only threat to privacy and security in big data. Big data analytics also pose a threat
as has been shown by Target where they were able to identify potentially pregnant woman and send them
market related products (Duhigg, 2012). This backfired when they sent these marketing products to a young
woman who had not told her family about her pregnancy. The ability to combine datasets has also been seen a
challenge to the privacy and security of big data as a lot of information can be inferred. This was demonstrated
by researchers when they conducted a study in which a medical data set and a voters list were linked using
shared attributes (Zip code, gender and date of birth). It was found that 87% of the US population could be
identified based on these attributed (Sweeney, 2002).

The next section discusses the methodology that was used for data collection and analysis in the study
presented in this paper.



2. Research Methodology

A literature review provides existing knowledge on a topic and does not have a prescribed methodology, while
the systematic literature review has a clear purpose, question, defined search approach and produces a
qualitative appraisal of articles (Jesson, Matheson, & Lacey, 2011). A systematic literature review was chosen
for this research as it provides one with a methodologically sound way of performing a thorough literature
review that is free from bias. The systematic literature review guides one to ensure that the research questions
posed for the research are answered and that the selected literature adequately contributes towards
answering the questions.

2.1 Systematic literature review approach

There are five (5) steps that can be followed when performing a systematic literature review (Khan, Kunz,
Kleijnen, & Antes, 2003):
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Figure 2: Five step process for performing systematic literature review

Step 1: Framing the question

The problem that is to be addressed must be specified in a clear, unambiguous and structured question format
before beginning the review work. In this research, the problem that was being addressed pertained to
understanding the challenges that relate specifically to big data privacy and security. In order to address this
problem the following three (3) research questions are answered:

Question 1 - What are the current big data related challenges?

Question 2 - Which challenges are related to privacy and security?

Question 3 - What future privacy and security challenges can be identified from the analysis of these
challenges?

Step 2: Identifying relevant publications

The literature review should be extensive and multiple resources without language restrictions should be
searched. In this step, all the publications found are assessed to determine if they could be included or not.
The reasons for exclusion and inclusion are recorded — an inclusion and exclusion criterion is created and
discussed.

Searches for primary studies can be undertaken using digital libraries, however these are not sufficient for a
full systematic literature review and sources such as journals, grey literature, conference proceedings and the
internet must be used (Keele, 2007). According to Brereton, Kitchenham, Budgen, Turner and Khalil(2007),
there are seven (7) electronic sources that are relevant to software engineers, these are: IEEExplore, ACM
digital library, Google scholar, CiteSeerX library, Science Direct and El Compendex. Web of Science is also
added to this list. Therefore, for this research, these are the electronic resources that were investigated. Only
electronic resources were used in this research as these are easily accessible and widely available.



This step aimed to identify publications that discuss big data challenges. The search string used was "big data"
and challenges’. These keywords needed to be found in the title of the paper to ensure that it is relevant to
this study. The words do not however need to be in this order. Each database uses its own syntax for searching
and therefore this search string might not be the same for each database that is searched. However, the
essence of the search needs to be maintained in each database that is searched.

The years that are used for the search were from 2013 to 2015 to ensure that only the most relevant big data
challenges are identified.

Table 1: Results from searches on databases

Database Results
IEEExplore 73
ACM digital library | 26
Google scholar 484
CiteSeerX library 60
Science Direct 19

El Compendex 0

Web of Science 93
Total 755

With these studies identified, their relevance needs to be assessed. In order to do this an inclusion/exclusion
criterion is used to decide if an article will be included from the research or not:

e Does the article title include the words ‘big data challenges’

e Isthe article from 2013 till 2015?

e |sthe article in English?

e |[sitascholarly peer reviewed article?

e Isitafull, openly available article?

e Does the article have a section listing/discussing the big data challenges?

e Does the article have more than one author?

e Does the article follow a strong methodology in order to identify the big data challenges?

Once the criterion was applied to the articles that were found in the various databases, the following were
deemed to fit the criteria prescribed:

Table 2: Results after criteria applied to database articles

Database Results
IEEExplore 9

ACM digital library | 1
Google scholar 30
CiteSeerX library 2
Science Direct 4

El Compendex 0

Web of Science 6

Total 52

Step 3: Assessing study quality

The literature that is found is assessed to ensure that it meets the quality of the research. An in depth
assessment for the risk of various biases is conducted to gauge the quality of the literature found. A quality
hierarchy/assessment is developed to aid in the assessment of the literature.

Apart from the inclusion/exclusion criteria, a quality assessment must be conducted on the identified
publications. This is to ensure the quality of the publications and also to ensure that no biases were involved
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when selecting the publications. A checklist for qualitative studies was provided by (Keele, 2007) and this was
adapted to suit this research:

e How appropriate/relevant is the paper for addressing the study questions?
e How generalizable are the findings to other research areas?
e To what extent can the study findings be trusted in answering the study questions?

Each of the identified papers was read and a score of 1-3 across the three dimensions listed above was given.
Three (3) denotes high applicability, two (2) denotes medium applicability and one (1) denotes low
applicability. These dimensions were used to assess the quality of each paper that was found.

Step 4: Summarizing the evidence
The findings of the literature review are summarized. Based on the identified literature, the challenges which
were found are summarized in Table 3.

Step 5: Interpreting the findings
The interpretation of the results would be highlighted and discussed more in-depth in the results section
(Section 3).

3. Results

The challenges that were found in the literature are summarized in Table 3. The challenges in Table 3 are listed
as they are found in literature. In some cases, words which are seen as synonyms such as Cost and Budget are
listed in the same challenge. Even though Security is commonly referred to as Confidentiality, Integrity and
Availability, these are not integrated into one challenge as they are listed separately in literature and they each
have their own meaning.

Table 3: Identified Big Data challenges

Challenge IEEExplore | ACM | Google CiteSeerX | Science Web of
Scholar Direct Science

Accuracy 1

Adoption 1 1

Analysis (Analytics) 5 5 1

Availability 2 2

Compliance 1 1

Collaboration 1 1 1

Complexity 2 1 1

Compression 1

Confidentiality 1

Connectivity 1

Cost/Budget 1 5 1

Data access and sharing 4 1 2

Data input and output | 1 1

processes

Data capture 1 1

Data ownership 1 1 4 1

Dealing with outliers 1

Deployment 1

Distributed mining 1

Fault tolerance 2 2

Governance 1 1

Heterogeneity 3 1 13 1 2 3

Hidden big data

Human collaboration 3




Challenge IEEExplore | ACM | Google CiteSeerX | Science Web of
Scholar Direct Science

Incompleteness 1 8 1 2 2

Inconsistency 1 1 1

Interoperability 1 1 1

Integration 2 1

Integrity 1

Leadership 1

Maintenance 1 2 1

Manageability (Management) | 1 3 1

Maturity 1

Misuse of big data analysis | 1 1

results

Organizational issues 2 1

Performance 1

Privacy and Security 7 1 22 1 2 6

Processing 2 2

Quality 3 5

Scale 4 1 16 1 1 3

(Scalability/Quantity/Capacity)

Skills/Talent Gap 3 9 1 1 1

Statistical significance 1

Storage 4 6 2

Technology 2 7 1 1 2

(Infrastructure/Architecture)

Timeliness 1 1 11 1 2 2

Time evolving data 1

Transfer (Transport) 2 2

Visualisation 1 3 1 2

Unstructured 2

Table 3 shows the occurrences of each challenge in the papers and databases that were analysed. Table 3 is
used to answer the first research question which is "What are the current big data related challenges".
Through this analysis, the top five (5) challenges of big data are discussed. The top five challenges are selected
as they are deemed the most prominent big data challenges based on the papers that were reviewed:

e Privacy and security: The privacy and security of big data can be seen as the most important and the
challenge with the most impact. This is especially true when the privacy and security of big data is with
regards to how an individual’s privacy can be maintained and preserved (Garg & Somani, 2014).

e Scale: Managing large data is a challenge. In the past this used to be mitigated through CPUs getting faster,
however nowadays data volume is increasing faster than CPU speeds and other computing resources
(Jagadish et al., 2014).

e Heterogeneity: In order for data to be analysed, some form of structure is required. The analysis of these
different types of data formats from structured, unstructured to semi-structured is complicated (Khan et
al., 2014).

e Timeliness: As the data grows, real-time techniques are needed that can be able to deal with the data
(Jagadish et al., 2014). This is to ensure that the data is dealt with in a timely manner and is processed and
stored within a reasonable time frame.

e Skills: There is a shortage of professionals that are adequately skilled to work with big datasets. The United
States alone faces a shortage of 140000 to 190000 professionals with analytical expertise in the big data
field (Manyika et al., 2011).

The second question of this systematic literature review is “Which of the identified big data challenges relate
to privacy and security”. The biggest challenge of big data is preserving individual privacy (Michael & Miller,
2013). In all our daily activities, we are generating new data from updating our social networking profiles to



having surveillance cameras capture our movements. Data is constantly being generated about us. The digital
footprints we create when combined can be used to uniquely identify us in cyberspace.

From the surveyed articles that define privacy and security as a challenge, the following challenges that

specifically relate to privacy and security have been identified (Katal, Wazid, & Goudar, 2013; Singh, Srivastava,

& Johri, 2014):

e Inference. The combination of personal information with other external datasets can lead to inference of
new facts about the individual that were not meant to be revealed.

e Lack of consent. People’s information is collected without their consent at times and used to add value and
give an organisation a competitive advantage.

e Social stratification. Literate individuals can take advantage of big data predictive analysis to the detriment
of illiterate and poor individuals.

e Multiple sources for information. The ability to access records of individuals such as health records from
multiple sources poses a threat to privacy and security of an individual.

e Multiple uses for data. In some instances when data is collected there are no boundaries to its usage. It is
sometimes used for other purposes other than the one it was collected for.

o Technology. Network infrastructure, big data sources and other aspects cause additional security risks as
end-to-end security must be maintained to ensure that hackers are unable to access information.

e Privacy vs Utility. There is no clear balance between being able to share data while limiting disclosure yet
ensuring sufficient data utility.

This section has provided an answer to the first and second research question that relates to challenges of big
data. The various challenges of big data were discussed and the most prominent big data privacy and security
challenges identified. The following section will answer the third question, "What future privacy and security
challenges can be identified from the analysis of these challenges".

4. Future challenges

Although, governments are catching up in bringing forth policies and legislations dealing with the use, storage,
and processing of personal information and big data, the nature of big data still gives rise to a number of
future challenges:

o The rapid growth of big data will slowly erode and blur the lines of data ownership and usage. It will
become more difficult to prevent one’s data from being used in means which are considered obstructive
and invasive.

e As data storage also becomes cheaper, organisations will be less compelled to delete data to make way for
new data. This means that more data can be collected, processed and stored.

e Currently there is a lack of people who have the skills to work with big data. This can be seen for example in
South African universities where there are not a lot of graduate courses that are focused on data science.

e Processing power needs to always be on par with the exponential growth of big data. Finding value in this
data can be challenging especially if the processing is unable to handle the large volumes of data.

e The growth and variety of big data will continue to pose challenges with real-time techniques that are able
to handle this type of data. These techniques would need to be able to handle the different forms of the
data all within reasonable time frames.

Fan and Bifet (2013) also lists a number of other future challenges of big data:

e Until such a time where storage is cheaper, compression or sampling methods have to be considered in
order to save space. The data can be compressed which takes more time but less space or it can be
sampled which results in loose of information but saves space.

e Big data is constantly changing and data mining techniques need to be able to adapt to this change.

e As big data is large in size, visualizing this enormous datasets can be challenging and new methods are
required to allow one to see data in more visually appealing ways.

e Alarge percentage of the world’s available data is unstructured and untagged making it difficult to find any
value in it. This is a challenge which will need to be dealt with in future.



5. Conclusion

The explosive growth of big data along, its structures, the speed of the data, the ability to trust data and
wanting to find value in the data present challenges when one intends on using big data. The systematic
literature review process followed in this research has provided one with an overview of the current big data
challenges that are found in literature. These challenges go beyond the nature of big data to identify
challenges that are outside of the characteristics of big data. The systematic literature review aids in giving one
a diverse view into the various challenges facing big data. These include challenges such as the shortage of
skills of individuals who are able to work with big data, the storage constraints of big data, the ability to
process this data in a timely manner and many more other challenges. Privacy and security is highlighted as
being the most challenging as it was the one challenge that was found in more literature than any of the other
challenges. The privacy and security challenge is particularly challenging when it relates to preserving and
maintaining an individual’s privacy and security. This is especially difficult as we are constantly sharing our data
on the internet and data is constantly being generated about us. This paper also discussed a number of future
challenges that can be expected through the continuous use of big data.
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