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Abstract—This research investigates the resistance of the
multi-threaded countermeasure to side channel analysis (SCA)
attacks. The multi-threaded countermeasure is attacked using
the Correlation Power Analysis (CPA) and template attacks. Ad-
ditionally, it is compared to the existing hiding countermeasure.
Furthermore, additional signal processing techniques are used
to increase the attack success ratio. It is demonstrated that the
multi-threaded countermeasure is able to outperform the existing
countermeasures by withstanding the CPA and template attacks.
Furthermore, the multi-threaded countermeasure is unaffected
by the elastic alignment and filtering techniques as opposed to the
existing countermeasures. The research concludes that the multi-
threaded countermeasure is indeed a secure implementation to
mitigate SCA attacks.

Index Terms—Multi-Threading, CPA, Template Attack, Elastic
Alignment.

I. INTRODUCTION

We are currently in a society where the need to secure and
protect our information has filtered down into our daily lives
such as making transactions with our mobile devices. Hence,
individuals wants to be reassured that their credentials would
not be stolen as transactions are made. Therefore, numerous
applications enforce the use of cryptographic algorithms to
obfuscate the individuals information from people attempting
to intercept data. One of these cryptographic algorithms is
the AES algorithm [1]. This algorithm has been declared to
be the standard protocol to encrypt information by the The
National Institute of Standards and Technology [2]. Although
cryptographic algorithms are mathematically secured, various
research has demonstrated to use side channel analysis (SCA)
attacks to recover the secret information [3], [4].

The attacker uses SCA attacks to locate a correlation be-
tween the intermediate values and the power consumption by
using the captured data from a device. This captured data can
be the power consumption or the electromagnetic emissions as
the device is executing the cryptographic algorithm [5], [6].

The objective of this research is to perform a rigorous
assessment of the multi-threaded countermeasure [7]. They
proposed a software solution by using multi-threads to mitigate
SCA attacks. The authors performed a Correlation Power
Analysis (CPA) attack on their implementation with minimal
samples. Therefore, this research performs both the CPA and
template attacks. Furthermore, the research applies additional
processing techniques such as the elastic alignment and low

pass filtering algorithms to enhance the attacks. Additionally,
this research uses over 100 000 traces to perform the SCA
attacks.

The remainder of this work is organised as follows: the side
channel analysis attacks of the CPA and template techniques
and procedure is detailed in Sections II and III; the hiding
countermeasure is explained in Section IV; the methodology
of this research is elaborated in Section V; followed by the
experiments, results and analysis in Section VI; finally the
work is concluded in Section VII.

II. CORRELATION POWER ANALYSIS

This section explains the Correlation Power Analysis (CPA)
attack. The CPA attack is used to retrieve the secret keys of
the cryptographic implementation of AES-128 on a micro-
controller. It has been well documented that the Differential
Power Analysis (DPA) is outperformed by the CPA [8]. The
DPA technique requires thousands of power traces to retrieve
the secret key whereas the CPA approach only requires a few
traces. In this research it was shown that only 50 traces were
needed to retrieve the correct secret key using the CPA method.
Therefore, in terms of speed the CPA approach is much faster
and more accurate since it looks at the correlation between all
the key guesses.

For a detailed explanation of the mathematical approach
of the correlation equation the reader is referred to [8]. The
correlation equation is needed to determine the correlation
between all the key guesses. The correlation equation is as
follows.

ri,j =

∑D
d=1[(hd,i − h̄i)(td,j − t̄j)]√∑D

d=1(hd,i − h̄i)2
∑D

d=1(td,j − t̄j)2
(1)

Where td,j is the captured power trace, with the total num-
ber of traces D and hd,i is the hypothetical values produced
by the power leakage model. The power leakage model that
was used is the Hamming weight power model [9].

In order to obtain the secret key from the AES-128 algo-
rithm, four steps were followed: While the AES-128 algorithm
was executing the encryption process, the power traces along
with its corresponding input text were captured; a power
leakage model was implemented where the guess of a key
byte is used with a known input text; the correlation equation,



Equation 1 was implemented to run through all the captured
power traces; and finally, a ranking procedure was created that
predicted the most likely key based on the correlation accuracy.

The attack on the AES-128 cryptographic algorithm takes
place at the point the secret key is sent to the lookup table
(S-Box). Upon acquiring the power traces (data), a power
leakage model is implemented with a guessing procedure. The
system loops through one subkey at a time and guesses every
possible outcome for that subkey. These guess values range
from 0 – 255. The next phase is to calculate the corresponding
intermediate value of that guess. The value of each guess
is converted to its binary representation of the value, with
the total number of 1’s summed up to determine the weight.
This is referred to the hamming weight power model [9]. It is
known that the encryption algorithm has 16 subkeys [10] and
since each subkey is attacked one at a time there is only 212

possibilities, instead of 2128 possibilities to predict the correct
secret key.

The values are substituted in Equation 1 to obtain the
correlation. A negative correlation is possible. However, the
absolute value is taken. Furthermore, to achieve a ranking
system the correlation of each guess is stored and the guess
with the maximum correlation is predicted to be the subkey.

III. TEMPLATE ATTACKS

The template attack is a powerful probabilistic side channel
analysis attack. To reveal secret information the template
attack incorporates a Gaussian noise model and the maximum
likelihood principal [11]. This subsection will be divided into
a further three subsections consisting of multivariant statistics,
template creation, data analysis and applying the attack.

A. Multivariant Statistics

It is well known that electrical signals are noisy. Upon
measuring voltage the user does not expect to capture the
perfect reading. However, it is possible to model the voltage
source. If we have the equation X = Xtrue+N , where Xtrue

is the perfect signal and N is the noise. The probability density
function (PDF) of a Gaussian distribution is used to calculate
how likely a certain measurement is [12]. The PDF equation
is as follows:

f(x) =
1

σ
√

2π
e−

1
2 (
x−µ
σ )2 (2)

where, µ is the mean and the standard deviation is σ. Therefore
if f(x) is an extremely low value, it can be comfortably
assumed that it would not be the correct subkey.

The PDF works well for one variable. However, the attacker
requires to use multiple variables in order to recover the 16
subkeys. Multivariate distributions allows for the modelling of
multiple variables that may or may not be correlated. Instead
of determining one σ, the system would determine a matrix
of covariances. In order to model three variables X1, X2, X3,
the matrix would be as follows:

Σ =

 V ar(X1) Cov(X1, X2) Cov(X1, X3)
Cov(X2, X1) V ar(X2) Cov(X2, X3)
Cov(X3, X1) Cov(X3, X2) V ar(X3)

 (3)

Furthermore, each value mean has to be calculated, therefore

µ =

µX1

µX2

µX3

 (4)

To calculate the PDF of a multi-variance a vector (v) is
required, where v = [X1, X2, X3 . . . Xn]T Thus the equation
for N variables is:

f(x) =
1√

(2π)N |Σ|
e−

(v−µ)T
−1∑

(v−µ)
2 (5)

Therefore if N points are taken from the power trace and
substituted into v from Equation 5. with f(x) returning as a
high value. The system would interpret this as a good guess
for the potential subkey value.

B. Creating The Template

A template is effectively a set of probability distributions
that portrays what the power traces looks like for various
random keys. Therefore, if key (k) is used, the power trace
of that key would be the distribution fk(x). In order to
create a good distribution to model the power trace for every
key, thousands or even millions of traces are required as
the attacker would require to create 256 models. However,
there is an alternative approach. The attacker can model a
sensitive section in the AES-128 algorithm. By focusing on
the substitution box in the algorithm the attacker can create a
model of every possible hamming weight, thus only 9 models
are required. This reduces the order of magnitude drastically.

The attacker goes on the assumption that the selection of
key does not affect the entire power trace. It is considered
that the subkeys only influence the power consumption at a
few critical times. If the attacker is able to determine these
points of interest he would be able to create to only need
three points to create a 3D distribution model.

The attacker would be able to determine these points of
interest by using a simple method know as the sum of
differences method. The algorithm is as follows: For every
sample i with every operation k, determine the average power
consumption Mk,i . Hence, if there are Tk traces where
the attacker performed K operations, the average would be
calculated as follows:

Mk,i =
1

Tk
Tk∑
j=1

tj,i

(6)

Upon acquiring the set of averages, the absolute pairwise
differences is calculated, followed by the summation of these
values. This will generate a power trace which consists of
various peaks. The next procedure would be to select the
highest peak, remove minimal peaks close to the highest peak
and traverse through the power trace until enough points of
interest have been selected.

The attacker’s aim would be to determine the mean and
covariance matrix for every operation. In order to achieve this
he would set out to do the following:



1) Locate every power trace that falls under the category
of certain operation. Example: locate every power trace
where the subkey was 0xFF.

2) Determine the mean at every point of interest.
3) Determine the variance at each point of interest.
4) Determine the covariance of every pair of points of

interest.
5) Repeat for all operations.

Once the procedure listed above is completed, the attacker will
have K mean and covariance matrices, modelling each of the
K different operations that the target can do and he would be
ready to attack carry out the attack.

C. Applying the Template

For the attack a small number of traces from the victim’s
device is required, a minimum of 1 trace and a maximum of
20 traces are required. Upon acquiring these traces the PDF
is calculated for every key guess based on the location of the
points of interest from the template. In order to carry out a
successful template attack, it is assumed that the attacker has
access to a copy of the device he intends to attack. Once the
device is obtained, four steps are required to the perform the
attack.

1) Capture a large data set from the copy device using
random plaintext and crypto keys as input. This could
be between a hundred thousand and a million traces.

2) Generate a template based on the points of interest which
consist of multivariate distribution of the traces.

3) Capture the traces from the victim’s device.
4) Apply the template on the captured trace from the

victim’s device.

IV. HIDING

The hiding countermeasure aims to reduce the correlation
between the intermediate variables and its power consumption
from a cryptographic device. This can be achieved by two
methods. The first method obscures the correlation by varying
the power consumption in the amplitude domain and the
second method is to randomise instructions in the time domain
[13].

Variations in the amplitude domain can be purposely gener-
ated by changing the clock rate of the device on each execution
of a program. Shifting the amplitude can lead to a lower
signal-to-noise ratio (SNR) which increases the difficulty of
a side channel attack. Furthermore, embedded devices often
integrate noise generators to add to the difficulty of performing
a successful attack.

Hiding in the time domain can occur when traces are mis-
aligned intentionally or unintentionally. Unintentional align-
ment arise due to lack of a satisfactory trigger signal. In-
tentional hiding in the time domain is attributed to hiding
through randomization. This can be achieved by inserting
dummy operations at critical sections in the algorithm or
having random delays.

A second approach is to shuffle the sequence of operations.
In terms of the AES crypto algorithm operations such as

AddRoundKey, SubBytes, ShiftRows, or MixColumns can be
shuffled. This research will compare the implementation of the
combination of the hiding countermeasures against the multi-
threaded countermeasure [14].

V. METHODOLOGY

This research implements the proposed software counter-
measure using multiple threads as a countermeasure to miti-
gate side channel analysis attacks [7]. It uses multi-threads and
a task scheduler combined with the hiding countermeasure into
its threaded design.

The system is designed to execute the AES-128 cryp-
tographic algorithm on one thread. During this execution,
multiple other threads, henceforth referred to as noise threads,
are executed in parallel with the encryption thread. These
noise threads contains dummy mathematical instructions such
as calculating the Fibonacci sequence or determining the low-
est common denominator. Additionally, the noise and crypto
threads would randomly occur at different locations on each
execution of the algorithm.

The countermeasure was designed to insert the noise threads
at the subkey round. On each execution the noise thread would
be inserted at a different calculation of a subkey. Furthermore,
the system reviews previous output and based on data it
would create a noise thread at a different location on the
next execution cycle. The system is further randomised by
altering the number of noise threads and the type of noise to
be produced on each occasion. Since the countermeasure is
able to insert multiple noise threads at any given subkey the
the system would be capable of inhibit attackers that make use
of low cost equipment.

The countermeasure is further reinforced by storing and
updating the random seed in the EEPROM. This is to prevent
the randomiser from generating the same sequence of values.
Furthermore, the sequences in the AES-128 algorithm are
shuffled as describe in the hiding technique.

This section is further categorised into two subsections.
Subsection V-A covers the equipment used in the research
and Subsection V-B discusses the attack strategy to obtain the
secret key.

A. Equipment

The research adopts the same ChipWhisperer equipment
described in [7]. Furthermore, the same target device will be
used. The target device is the Atmel ATmega328p microcon-
troller. The ChipWhisperer makes use of a field-programmable
gate array (FPGA). The FPGA is the ZTEX FPGA Mod-
ule which uses a Spartan 6 LX25 FPGA [15]. The FPGA
allows for capturing of samples synchronously. It has been
demonstrated that capturing synchronously with a low clock
would yield the same results while capturing with a high
asynchronous clock [16]. The use of synchronisation allows
the attacker to capture the power signature in a repeatable
manner. Fig 1 exhibits that the power consumption of multiple
traces are similar to each other since a synchronous clock is
used.



Fig. 1. 10 traces captured synchronously.

The FPGA contains a clock module which routes the desired
clock to the analog-to-digital converter (ADC) which in turns
is capable of amplifying the clock frequency. The capture
configuration is as follows: The digital signal is amplified
by 34.5039 decibel (dB) with a low gain setting; the rising
edge trigger logic is used to prompt the capturing of the
power consumption; followed by the clock frequency which
is multiplied by four, this multiples the base frequency 7.375
MHz to 29.5 MHz. Additionally, all samples is captured
synchronously.

Fig 2 depicts a comparison between capturing with and
without digital amplification. In Fig 3(b) it is seen that the
signal is more defined than that of Fig 3(a). Additionally, Fig
3 depicts the comparison of capturing at a clock rate of 7.375
MHz and 29.5 MHz. While observing the points after 3000 it
is evident that capturing with a high clock is more desirable.

Fig. 2. A comparison between the signal being digitally amplified.

B. Attack Procedure

To retrieve the secret key from the power consumption, this
research will use the CPA and template attacks. The procedure
for acquiring the secret information has been discussed in Sec-
tions II and III. Furthermore, the research will carry out addi-
tional signal processing techniques that was not applied in [7].

Fig. 3. A comparison in signal when the clock is multiplied by four.

The elastic alignment technique as well the Savitzky?Golay
(SG) digital filter will be used to increase the success ratio for
retrieving the secret key. A data smoothing technique based
on local least-squares polynomial approximation was proposed
by Savitzky and Golay . Their research demonstrated that the
smoothing reduces noise while preserving the peaks in the
waveform [17].

The elastic alignment algorithm uses FastDTW to align
power traces. Dynamic time warping (DTW) is a technique
used in speech recognition to align record speech patterns. The
dilemma speech recognition researchers were faced with was
when two similar utterances with differences in timing needed
to be aligned. However, Sakoe et al. introduced a solution by
using dynamic programming to match these utterances using
a nonlinear time path [18]. The elastic alignment algorithm
first computed the DTW of the samples. Upon acquiring this
information the algorithm aligns the two signals. Research
has shown that using this algorithm significantly increases
the success rate of a side channel attack. For an in-depth
discussion on DTW and the elastic alignment algorithm the
reader is referred to [19]. Figure 4 depicts the flow diagram
of the experimental setup. It depicts that there are three major
areas. The capture data, post processing and the analyse data
phases. The capture data phase is the first phase where the
data is captured from the device under test. The device under
test is referred to the Atmega328p microcontroller which is
placed onto a printed circuit board (PCB) and the device
used to capture the data is the ChipWhisperer. Figure 5
depicts the hardware configuration as the ChipWhisperer is
connected to the PCB via a serial cable, a low noise amplifier
is connected to the ChipWhisperer which intern is connected
to an electromagnetic probe which is used to capture the
electromagnetic data from the Atmega328p microcontroller.

The second phase known as the post processing stage
will take the captured data and apply the elastic alignment
algorithm followed by the Savitzky?Golay digital filter. The
process is concluded in stage three where the data will be
attacked by the CPA and template attacks.



Fig. 4. The flow diagram of the experimental setup.

Fig. 5. The hardware Configuration: The ChipWhisperer capturing EM data
from the Atmega328p processor.

VI. EXPERIMENTS, RESULTS AND ANALYSIS

This sections covers the experiments carried out in this
research, followed by the results obtained and an analysis on
the results.

The first group of experiments was to recover the secret
key from an unprotected implementation of the AES-128
algorithm. The AES-128 algorithm was executed on the At-
mega328p microcontroller. While the execution was taking
place, the EM emanations was captured, along with the input
text and fixed secret key as the data. For this experiment The
data was used with no post processing and attacked using the
CPA attack approach. Table I illustrates the results acquired
from the attack. The table contains the number of traces used,
the number of subkeys recovered and finally, the success rate.
The success rate was calculated by the number of recovered
subkeys divided by the total number of the subkeys(16). It

TABLE I
CPA RESULTS AGAINST AN UNPROTECTED IMPLEMENTATION OF

AES-128.

Traces Recovered Subkeys Success Rate
10 3 0.1875
20 7 0.4375
30 10 0.625
40 14 0.875
50 16 1

is observed from the table that all subkeys (16) or the entire
key was recovered with only 50 traces using the CPA attack
method.

The next experiment was to apply the template attack
against the unprotected implementation. Since large amount of
data is needed to create a template. The system captured two
sets of data, firstly the training set and then the test set. The
training set which was used to create the template consisted
of 100 000 traces and the test set consisted of a 100 traces.
Once the template was created the attack commenced and the
results is depicted in Table II.

TABLE II
CPA RESULTS AGAINST AN UNPROTECTED IMPLEMENTATION OF

AES-128.

Traces Recovered Subkeys Success Rate
3 4 0.25
4 6 0.375
8 8 0.5

13 13 0.8125
16 15 0.9375
18 16 1

Table II displays that the template attack was successful.
The attack only required 18 test samples to predict the correct



secret key. It is possible to create a template that would only
require one test sample. However, this requires millions of
training samples [11]. Based on the results obtained in the
two experiments mentioned above, it is clear that the system
is capable of recovering the secret key from an unprotected
implementation of the AES-128 algorithm using both the CPA
and template attack techniques.

The second experimental set consisted of attacking the AES-
128 algorithm with the known and multi-thread countermea-
sure in effect. The known countermeasure was a combination
of the hiding, shuffling, and random time delays counter-
measures into one algorithm, followed by the multi-threaded
countermeasure. Both these countermeasures was attacked by
the CPA and template attack procedure.

Fig. 6. Success rate graph for the template attack with 100 000 training and
120 testing samples.

Figure 6 depicts the success rate when 100 000 training and
120 testing samples were used for the template attack. The
same calculation was used for the success rate as mentioned
earlier. The figure illustrates for both the known and multi-
threaded countermeasure the template attack was unsuccessful.
However, the success rate of the known countermeasure was
higher than that of the multi-threaded countermeasure. The
known countermeasure leaked out three subkeys where as the
multi-threaded countermeasure leaked out only one.

The designers of the multi-threaded approach stated that
the write to EEPROM added to the resistance of their coun-
termeasure. This research has noted that after the completion
of the substitution round the write to memory has a high
peak in power spike. The post processing phase was modified
to add the functionality of removing these memory spikes
from the captured power traces of the multi-threaded coun-
termeasure. Figure 7 illustrates the comparison between 10
captured power traces from the multi-threaded countermeasure
with and without the memory power signature. It is seen in
Figure 7a after 8000 points there was a huge power spike
when compared to the rest of the power signature. This power
spike was when the algorithm was storing the random seed in
the EEPROM. Figure 7b depicts the power traces as the post
processing stage removed the memory spikes. Upon acquiring
the modified power trace, the template attack was used to

Fig. 7. A comparison between 10 captured power traces from the multi-
threaded countermeasure with and without the memory power signature.

attack this data. Table III displays the results obtained. It is

TABLE III
TEMOLATE ATTACK RESULTS AFTER THE MEMORY WAS REMOVED FROM

THE MULTI-THREADED COUNTERMEASURE.

Traces Recovered Subkeys Success Rate
6 1 0.0625

56 2 0.125

depicted that removing the memory yielded in retrieving an
additional subkey. However, all the subkeys were not fully
recovered. Furthermore, only two subkeys were recovered, that
is still less than the subkeys when the known countermeasure
was used.

The third set of experiments involved applying the post pro-
cessing techniques of elastic alignment and filtering. The first
stage was to apply the elastic alignment to the captured traces,
followed by applying the SCA attacks. Figure 8 depicts an
example of two traces misaligned, followed by the alignment
after applying the elastic alignment technique. In Figure 8a it
is seen that the two power traces are similar in pattern with
each other. However, they are not aligned correctly after being
captured. Furthermore, Figure 8b demonstrates the capabilities
of the elastic alignment by aligning the traces correctly.

The elastic alignment algorithm was firstly applied to the
captured traces of the known countermeasure. Table IV il-
lustrates the results of the CPA attack against the captured
traces of the known countermeasure after elastic alignment was
applied. The table indicates that there was a great improvement

TABLE IV
CPA RESULTS AGAINST THE KNOWN COUNTERMEASURE WITH ELASTIC

ALIGNMENT.

Traces Recovered Subkeys Success Rate
20 1 0.0625
40 4 0.25
60 6 0.375
100 10 0.625



Fig. 8. Alignment of traces using the elastic alignment technique

towards recovering the subkeys using the elastic alignment
technique. Comparing to earlier results were only three keys
were recovered, this approach allowed the recovery of 10
subkeys with only requiring a 100 of traces as opposed to
100 000 traces which barely gave significant results. These
results demonstrated the strength of using the elastic alignment
processes.

Fig. 9. The power consumption of an unprotected implementation of the
AES-128 algorithm

The Savitzky?Golay (SG) filter is a powerful filter, capable
of removing noise and keeping the important information.
To demonstrate this, the filter is applied to the unprotected
power traces that was captured. Figure 9 depicts the power
consumption of an unprotected implementation of the AES-
128 algorithm. As mentioned before, the system was able to
recover the entire secret key.

The aim is to apply the SG filter on these traces and

achieve the successful recovery of the secret key. Figure
10 demonstrates the power consumption as the SG filter is
applied. From the figure it is seen that there is a dramatic
reduction in the noise levels compared to that of Figure 9. As
mentioned in Subsection V-B the SG filter consists of using
the least-squares polynomial approximation, thus this research
empirically tested the various values which yielded the full
recovery of the secret key. Table V illustrates the results of
these findings.

Fig. 10. Alignment of traces using the elastic alignment technique

Table V displays that using a polynomial of nine still leads
to the full recovery of the secret key. However, it is noted that
after the seventh polynomial the power traces had minimal to
no reduction in noise as opposed to using a polynomial of
five. Furthermore, the window size after 71 the traces had no
change as well.

The next procedural step involved applying the SG filter



TABLE V
.

Window Size Polynomail key Recovered
51 3 Yes
71 3 Yes
91 3 Yes
51 5 Yes
71 5 Yes
91 5 Yes
51 7 Yes
71 7 Yes
91 7 Yes
51 9 Yes
71 9 Yes
91 9 Yes

onto the power consumption that was aligned by the elastic
algorithm. Figure 11 illustrates a comparison of the success

Fig. 11. The results obtained from the CPA attack after the additional signal
processing was applied

ratio as the elastic alignment and SG filter was used on the
known countermeasure power consumption when the CPA
attack was performed. It is observed when using the elastic
alignment alone, the success rate was 0.625, which relates to
10 subkeys being recovered. Furthermore, as both the elastic
alignment and SG filter was used together the entire secret key
was revealed. Compared to the unprotected implementation
only 10 additional traces were required. This demonstrates
that using both techniques in conjunction, the system was able
to recover the secret key as three different known counter-
measures was used. i.e: hiding; shuffling and random delays.
Additionally, the process was applied to the multi-threaded
power consumption. This research was unable to recover one
subkey with a maximum of 1000 traces used for the CPA
attack with elastic alignment and the SG filter where as it
can be seen that only 60 samples were required to break the
existing countermeasure.

Since the research has demonstrated that the preprocessing
process is capable of retrieving the secret key with minimal

required traces with a CPA attack. The techniques mentioned
above is used on the power consumption for the known and
multi-thread countermeasures with the template attack applied.
A 100 000 traces were used as training samples and 100
training samples were used. Figure 12 illustrates these results.
It is observed that applying the elastic alignment and the

Fig. 12. The results obtained from the template attack after the additional
signal processing was applied

SG filter to the known countermeasure the entire secret key
is recovered with only 32 testing samples. Furthermore, the
multi-threaded countermeasure only revealed two subkeys and
mitigates these additional signal processing techniques. This
further reinforces that the multi-threading technique is capable
of withstanding various types of attacks.

The research has demonstrated the ability to retrieve the
secret key on an unprotected cryptographic algorithm as well a
protected implementation. It is shown that the entire secret key
was recovered as the combination of known countermeasures
of hding, shuffling and random delays was implemented.
However, the research was unable to recover the full secret
key as the multi-threaded countermeasure was used. The
elastic alignment depends on the power consumption to be
similar to reconstruct a signal that is close to the reference
signal. Since the multi-threaded countermeasure has dynamic
power consumption it is difficult to establish a good reference
trace to align the rest of the power traces on as there are
many permutations for a power trace. The filtering becomes
ineffective as power consumption of the multi-threaded varies
and becomes difficult to align.

Comparing the two countermeasures, the multi-threading
approach is successful in mitigating information being leaked
from the device. The multi-threaded countermeasure unique
designed allowed for the countermeasure to mitigate the CPA
and template attack. Furthermore, additional signal enhance-
ment techniques had little effect on the mutli-threaded coun-
termeasure.

VII. CONCLUSION

This research extends the SCA attacks on the multiple
thread countermeasure by performing both the CPA and
template attacks. Furthermore, the research applies additional



processing techniques such as the elastic alignment and low
pass filtering algorithms to enhance the attacks that was not
previously applied against the countermeasure. Additionally,
this research uses a far greater number of traces to perform
the SCA attacks.

This work has demonstrated that the multi-threaded coun-
termeasure was able to outperform the known combination
of the hiding, shuffling, and random delay countermeasures
by preventing the recovery of the secret key from an AES-
128 cryptographic algorithm. Furthermore, the multi-threaded
countermeasure is resistant to the CPA and template attacks.
The multi-threaded countermeasure further demonstrates that
it is able to mitigate additional signal processing techniques
such as the elastic alignment and various digital filtering.

FUTURE WORK

Since this work has demonstrated that the multi-threaded
countermeasure is capable of mitigating side channel analysis
attacks when using a microcontroller, it is thus our aim to
implement this countermeasure on a system that has true
multi-threading and multi-core functionality in the hope of
preventing side channel analysis attacks against high powered
devices.
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