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Abstract

Security Operation Centers (SOCs) are a necessary service for organisations that want to
address compliance and threat management. While there are frameworks in existence that
addresses the technology aspects of these services, a holistic framework addressing
processes, staffing and technology currently do not exist. Additionally, it would be useful for
organizations and constituents considering building, buying or selling these services to
measure the effectiveness and maturity of the provided services. In this paper, we propose a
classification and rating scheme for SOC services, evaluating both the capabilities and the
maturity of the services offered.



