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Abstract

Computer network attacks are difficult to simulate due to the damage they may cause to live
networks and the complexity required simulating a useful network. We constructed a
virtualised network within a vSphere ESXi environment which is able to simulate: thirty
workstations, ten servers, three distinct network segments and the accompanying network
traffic. The VSphere environment provided added benefits, such as the ability to pause,
restart and snapshot virtual computers. These abilities enabled the authors to reset the
simulation environment before each test and mitigated against the damage that an attack
potentially inflicts on the test network. Without simulated network traffic, the virtualised
network was too sterile. This resulted in any network event being a simple task to detect,
making network traffic simulation a requirement for an event detection test bed. Five main
kinds of traffic were simulated: Web browsing, File transfer, e-mail, version control and
Intranet File traffic. The simulated traffic volumes were pseudo randomised to represent
differing temporal patterns. By building a virtualised network with simulated traffic we were
able to test IDS' and other network attack detection sensors in a much more realistic
environment before moving it to a live network.



