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Phenomenon

I
 Cost of connectivity — decreasing dramatically
+ Cost of computation — decreasing dramatically
 Cost of storage — decreasing dramatically
 Size of computation devices — decreasing dramatically
... Whilst ...
* Number of Internet connected devices —increasing dramatically
« Amount of data generated — increasing dramatically
* Need for making faster, better choices —increasing dramatically
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Reality: Every- and Any- Thing are being Connected
| G

Thinking

The physical world is increasingly
integrated into the Internet

» 1990s — connecting Information
« 2000s — connecting People
« 2010s — connecting Things - ;\&}L
gm— N
ﬁx_\_“ S

Stored & Processed Shrinking

!

Images from:

http://www.learning-mind.com/interesting-facts-about-human-memory/ http://www.electronic-replicant.com/2010/02/desktop-friday-thinker/ [
http://homoartificialis.wordpress.com/category/nanotechnology/

http://popsci.typepad.com/popsci/2007/09/rfid-implants-m.html

http://www.weathershop.co.uk/shop/replacement-temp-sensor-thr228n-sensor

WWW.CSIr.co.za © CSIR 2012 Slide 3 our future through science



loT == Phenomenon

This phenomenon is called...

The Internet of Things
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Imagine the Possibilities..

¢
Connection
...when
- Night or Day
« All year long
Any-one’ « Human to Human
+ Human to Thing
Any-thing - Thing to Thing
! - Using any service Anv place
. yp
Any-time, Connection
Any-place, - On the move
Any-path/network, - Using any etwork o pamj
Any-service, Any thing
Connection
is Internet connected... ThelR R T

- ...where Physical, Digital and Virtual worlds are converged into a
smarter environment

* ...and addresses the needs (social and economical) for the benefit of
the whole society

GIR
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Exploiting IoT Requires Complex, In-time Decisions

» To benefit from a well-connected
world
- Better decisions need to be
made faster
* But:
* Decisions are becoming more
complex
* Decisions are becoming more
urgent
 Decisions are influenced by
more data from the connected
heterogeneous world

*Image from http://epthinking.blogspot.com/2011/09/on-internet-of-things-iot.html ( ;I I 2
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Why? — Because Real-time Decision Making is Getting
Complex G

» Society needs:
* Better efficiency Needs are related to Assets, Resources
Greener environments and the Environment
Better service
Better cost effectiveness
Less waste
Effective economy
 Appropriate knowledge
« Complexity is increasing:
* Billions of structured and unstructured messages
- Billions of sources of data
- Billions of terabytes of data
+ Billions of heterogeneous devices
» Technology drivers are changing the landscape:
« Technology laws: size, power, storage, bandwidth, cost
+ Ubiquitous sensors and actuators are increasingly self-configuring .

GIR
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loT Challenges

Machine-to-Machine
interactions

User based interactions

Millions of connections Trillions of connections

] —
Low mobility High mobility
' [ Infi ti K led
nformation — Knowledge
Data Decisions

User managed ' Self managed '
. . - h
Slide adapted from IERC presentation “loT Research and Development” by Dr. Ovidiu Vermesan
*Ranges from different sensors, actuators, devices, smart technologies, cloud back-end services( ! I I :
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loT Application Categories
e

loT Application
Categories

Automation & Control
(convert data into instructions)

Information & Analysis
(enhance decision making)

*McKinsey Quarterly
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loT Demonstrations

Mozilla Firefox
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file Edit View History Bookmarks Tools Help
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These vulwes are preliminary, uncontrolled, and not quality checked

ta courtesy of South African Weather Service.

Multiple mensuremems per minute are averaged over the minute.
Visualisation, graphs, and soclal network connectivity provided by the
Internet of Things Engineering Group, Meraka Institute, CSIR

Real-time CO [ppb] as measured at the
-
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=

Carbon, Water
pollution
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10:50 10:55 11:00 11:05 11:10 11:15
QR COdeS From 2012/01/30 10:48:53 To 2012/01/30 11:18:53

O Total Current: 5 Average: 574.39 Max:  3.09
B IDO Fridge Current: Average:  78.67 Max: 221.00
@ ID1 Geyser Current: . Average: 348.35 Max: 1.23
@ ID2 Coffee Current: 5 Average: 0.00 Max : 0.00|
@ ID3 Microwave Current: i Average: 0.00 Max: 0.00,
@ ID4 Kettle Current: ci Average: 147.37 Max: 1.89|

Floor2 - electricity usage
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Floor2 - electricity usage
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09:25 09:30 09:35 09:40 09:45 09:50
From 2012/01/31 09:24:07 To 2012/01/31 09:54:07

Total Current: 0.00 Average: 803.60 Max : 2.69
B IDO Fridge Current: 0.00 Average: 75.97 m Max: 11.95
@ ID1 Geyser Current: 0.00 Average: 445.39 Max : 1.24
@ ID2 Coffee Current: 0.00 Average: 0.00 Max: 0.00|
@ ID3 Microwave Current: 0.00 Average: 0.00 Max : 0.00;
® ID4 Kettle Current: 0.00 Average: 358.13 Max: 1.91

Social media
dissemination
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loT Vision

e

Internet of Things
Smart Cities

Slide from IERC presentation “loT Research and Development” by Dr. Ovidiu Vermesan
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Real and Digital world become one => Smarter world
Y e

Real world

sense

act

implement
systemic change
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understand

Future world

forecast
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simulate

Digital world
plan
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Architecture Progression: Sensor Networks

Application H Gateway/Sink '7

Constrained
network

« Gateway/Sink node acquires and aggregates data from constrained network
and pass it to applications

* Direct access to a node in constrained network is impossible (constrained

network nodes are invisible beyond gateway/sink) .

our future through science
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Architecture Progression: Fully Addressable Objects

Application '

Constra

- Each node is unique and atomic and visible to application
* Nodes are provider and consumer at the same time
* Application interfaces only with nodes of interest 2

GIR
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Architecture Progression: Full IoT Platform

Constrained
network

loT platform: management
services, access control,

resource management, security,

Open API

Constrained
network

 Platform manages resources and provides enabling services and open APIs
* Provides for software deployment and updates

[ ]
» Orchestration and composition of device groups c E IR
(strategies for better data retrieval)
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Architecture Progression: Federated loT Platform

Application
Application

Application

* Merges several platforms from different deployments

* Provides data to applications from several deployments 0
- Enables added-value and new services through open APIs GIR
(previously impossible with data from only one platform)
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Managing the next Trillion Connections for a Smarter Environment: Integrated

Testbed

* To overcome the challenges of widescale 10T deployments developers require
repeatable evaluation of 10T solutions using interdisciplinary, multi-technology,

large-scale and realistic testbeds
» Test 10T solutions on a larger scale and outside of research laboratories (real

environments with real users)

* Accelerate I0T research and deployment for the benefit of society

« Empower industry and academia

-

Testbed == a real-world scaled
development and experimental
environment

~
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Internet of Things: Testbed

Smart Service/Application Dlgltal World Identlflcaﬂon Authentication,
(Twin world concept) Trust
| Management
Process ‘ services
‘ ‘ Open Mlddleware

Mobile Network “ - SANReN w

\ | |
WiFi
(802.11)

‘ 3G HGPRS‘ Edge ‘Ethernet BlueTooth Mesh ‘

Connectivity Protocols

Application Protocols (XMPP, MQTT, CoAP, HTTP)

CSIR
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Internet of Things: Testbed Logical View

~
/ Server tier \ / loT gateway tier \ / loT node tier \

Testbed} Observation and managenent plane

*Slide adapted from Dr. Alexander Gluhak, University of Surrey, FP7 SmartSantander Presentation( S II z
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Final Thoughts
. G

* New possibilities because of everything being connected
» Opportunity to radically impact on our society and economy through
these connection of everything
* CSIR well positioned to exploit the window of opportunity
« Competences spread across CSIR:
* Meraka
* MSM
* MDS
* BE
- DPSS
* Require a cross-cutting initiative to make a reality:
 Testbed enabling a Smarter World
» Several possible large scale initiatives:
« Smarter World
* Bio-degradable house o

GIR
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Thank you




