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Hypothesis: Organisations complying with Information Security Governance guidelines present a high level of maturity
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Step 1: Develop BPD ISG model _ ~

A combination of industry best practices relevant to
Information Security and Information Security
Governance. The implementation of the BPD ISG model

should lead to proper organisational Information Security.

Best| practice driven Information Security Governance
drivers mapped on generic SMIM levels

Asset management
Security management
Physical and environmental security
Performance measurement
Personnel security management
Control needs and objectives
Critical business applications
Business continuity management
Organisation and management of Information Security
Legal requirements

Information system development
Security management
Information system development
Compliance management
Security management

Risk management
Compliance management
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Step 3: Map BPD
ISG model onto
generic SMM

Business continuity management
Compliance management
Performance measurement
Corporate and criminal accountability

Additional quidelines. supplementing the SMM:
Disclosure mechanisms and shareholder treatment
Digital Forensics

Ethical aspects and certification

A structured collection of
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Step 4: Implement BPD
ISG model to comply with

CONCLUSION:

Information Security

il Maturity

detailed
compliance

The best practice driven
Information Security Governance
tool model conforms to all the
requirements of a generic SMM.

The proper implementation of the BPD ISG
model can lead to a high Information
Security maturity level.

Benefits of implementing BPD ISG model :

* generate reproducible measurements

* determine actual progress in security

* benchmark against other organisations

* determine order in which to apply security controls

* determine resources needed to comply with security

Level 5 |Maintenance

Definite security

Industry SMM + additional guidelines

= comprehensive BPD ISG model

~ Information Security Maturity

MORE ALL-INCLUSIVE MODEL TO ENSURE
INFORMATION SECURITY MATURITY
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