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A B S T R A C T

The ongoing expansion of the Industrial Internet of Things (IIoT) is enabling the possibility of effective Industry
4.0, where massive sensing devices in heterogeneous environments are connected through dedicated communi-
cation protocols. This brings forth new methods and models to fuse the information yielded by the various in-
dustrial plant elements and generates emerging security challenges that we have to face, providing ad-hoc
functions for scheduling and guaranteeing the network operations. Recently, the large development of Software-
Defined Networking (SDN) and Artificial Intelligence (AI) technologies have made feasible the design and control
of scalable and secure IIoT networks. This paper studies how AI and SDN technologies combined can be leveraged
towards improving the security and functionality of these IIoT networks. After surveying the state-of-the-art
research efforts in the subject, the paper introduces a candidate architecture for AI-enabled Software-Defined
IIoT Network (AI-SDIN) that divides the traditional industrial networks into three functional layers. And with this
aim in mind, key technologies (Blockchain-based Data Sharing, Intelligent Wireless Data Sensing, Edge Intelli-
gence, Time-Sensitive Networks, Integrating SDN&TSN, Distributed AI) and improve applications based on AI-
SDIN are also discussed. Further, the paper also highlights new opportunities and potential research challenges
in control and automation of IIoT networks.
1. Introduction

Currently, we are witnessing an industrial revolution ranging term as
Industry 4.0. Although this term may not be fully correct and involves a
certain level of hype, the generalized implementation of autonomous
decision making systems has become a new industry per se. The industry
4.0 is built by integrating networking capabilities that interconnect
Artificial Intelligence (AI) agents in industrial plants, leading to the
paradigms of Industrial Internet of Things (IIoT) and smart
manufacturing [1,2]. These subjects are attracting continuous attention
from both academia and industry, and have been categorized in various
prototype models [3,4].

Fig. 1 displays a typical architecture for IIoT networks, integrating
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four functional layers: data sensing, data transfer, data processing, and
application layers [5,6]. The data sensing layer utilizes information
acquisition and sensing technologies to collect heterogeneous data with
different industrial attributes, and uploads them to the data transfer layer
through advanced communication technologies, e.g., WiFi, Bluetooth,
Internet of Things (IoT), 5G, etc. [7,8]. As the intermediated layer, the
data transfer layer (based on the Internet backbone) aims at uploading
the industrial data to the data processing layer by deploying Traffic En-
gineering (TE) or data routing policies, according to the given re-
quirements and constraints (e.g., Quality of Service (QoS), costs, lags,
etc.) of the industrial data delivery services [9]. Based on the dedicated
data computing schemes (e.g., cloud/edge computing, distributed
computing), the data processing layer adopts data fusion algorithms to
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Fig. 1. A typical IIoT network architecture.

Table 1
Comparison between IIoT networks and traditional networks.

Features IIoT networks Traditional networks

Security High-level demand Low to high level demand
Network scale Small Large
Delay-sensitivity High-level demand Low-level demand
Robustness High-level demand Low-level demand
Protocol RapidRing CSMA/CD
Machine Intelligence High-level Low-level
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process the data in real-time, and it provides an open interface for the
application layer, such that the diverse categories of industrial applica-
tions can be edited and deployed at the application layer according to the
current needs [10].

In IIoT networks, the frequent and synchronous industrial service
requests are compute intensive, heterogeneous, and high-dimensional
[11]. The new intelligent manufacturing technologies involve
high-precision industrial manufacturing, processing and maintenance
operations requests, which result in delay-sensitive operations – espe-
cially with respect to real-time surveillance, computation and coopera-
tion among the different intelligent agents [12,13]. In addition, different
industrial applications are associated with different response time
thresholds, representing the different delay-sensitivity requirements. For
instance, compared with industrial data backup services, the data flow
associated with industrial fault detection presents high degree
delay-sensitivity [14]; it requires the network administrator to acquire
the entire network states in real-time to determine comprehensive TE
strategies according to the features of each industrial application, such
that the Quality of Experience (QoE) of each industrial service can be
satisfied [15–17]. Meanwhile, the openness and heterogeneity of IIoT has
led to the exposure of massive security holes, making the IIoT networks
are vulnerable to various categories of network attack, e.g., DDoS,
Probing, R21, U2R, trojan, virus, worm, etc. [18,19] Normally, the at-
tackers falsify the features of abnormal traffic similar to normal traffic,
which makes it impossible for network devices to detect the anomaly
flow in IIoT network. Further, with the rapid development of IIoT, the
category of network flow is becoming more and more diversified. And,
different categories of IIoT services produce different flow patterns,
making the entire network flow varies over time [20]. This results in the
outdate of the anomaly detection models, thus misreporting new flow
patterns or failing to detect abnormal traffic in IIoT networks. Hence, it is
a non-trial task to improve both the Security and Functionality of IIoT
Network.

However, the following factors hinder the secure data scheduling in
IIoT networks of normal architecture: i) the IIoT network is a huge
distributed control system integrating heterogeneous wired/wireless in-
dustrial Local Area Networks (LANs), which presents challenges with
respect to scalable configuration [21,22]; ii) current IIoT networks are
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still built based on traditional computing architectures and networks, i.e.,
the network control and data delivery planes are highly coupled. Thus
centralized network administration is difficult, as is the deployment of
unified network management strategies [23]; iii) the existing IIoT net-
works lack the ability of automatic control-management and display low
adaptability with respect to the evolution of the increasing of industrial
services; iv) although often neglected, the deployment of massive
computing systems may increase the hidden environmental impacts of an
industrial plant [24].

The Software-Defined Networking (SDN) is a recent paradigm that
decouples the network control plane from the data plane (short for data
forwarding plane) [25–27]. Different from the traditional computer
networks, the switches in the data plane are only in charge of delivering
the industrial data according to the policies determined at the control
plane, while the SDN controller in the control layer functions as the
network operator, and aims at managing each switch in the data layer
through dedicated control standards, e.g., OpenFlow [28]. It can be
inferred that, with the assistance of SDN, the management for IIoT net-
works can be simplified, and the network resources can be more effi-
ciently utilized, leading to optimized global network policies that are
temporarily deployed. For instance, in an IIoT network with heteroge-
neous architecture, the SDN technique can support or provide the
network with an uniform control plane, such that all the IIoT devices can
be monitored in real-time and globally optimal network policies can be
determined and deployed.

At present, there is major academic focus on AI, which is resulting in
significant industrial impacts [29]. AI is producing effective solutions to
various monitoring and automation issues. Hence, AI can support intel-
ligent network management in multiple ways; AI can assist the SDN
controller with adaptive and smart network management – including
automatic decision-making, data routing/TE determination, diagnostics,
reconfiguration, etc. Integrating AI into SDN-based IIoT networks can
potentially enhance the functionality of the IIoT networks [30,31].
Hence, motivated by the rapid surge in SDN and AI technologies, this
paper discusses how AI-enabled SDN technologies can improve the
functionality of IIoT networks from the vantage points of network ar-
chitectures, enabling technologies, application scenarios, and future
research directions.

The remainder of this paper is organized as follows. The state-of-the-
art about the subject is surveyed in Sec. 2. In Sec. 3, an architecture for
AI-enabled Software-Defined IIoT Networks (AI-SDIN) is described. In
Sec. 4, the enabling technologies for constructing AI-SDIN platforms is
discussed. Sec. 5 presents multiple industrial applications that can be
enhanced by AI-SDIN, while Sec. 6 analyzes the potential challenges and
open research directions about the topic. Sec. 7 concludes the paper.

2. Background and current research position

Recently, diverse research on IIoT networks has been undertaken,
especially within the topics of protocols, security, communication tech-
nology, architectures, etc. [32,33] IIoT networks are markedly different
from the traditional computer networks. Some of the differences are
highlighted in Table 1. The scale of IIoT networks is usually very limited
because they are often deployed to guarantee data delivery in specific
domains. This is different from the computer networks, which transfer
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various categories of multi-media data flow, each of which has different
demand on QoS metrics – e.g., security requirement, delay, jitter, data
loss, etc. [34,35] Further, in IIoT networks most of the data is highly
sensitive to delays, and one main target is to guarantee that the delay
constraints of the data transmission process are satisfied. Thus, different
from the traditional computer networks based on CSMA/CD, the MAC
layer of the wired IIoT networks is usually built by way of the RapidRing
protocol [36]. Since the data in the IIoT network typically corresponds to
industrial manufacturing services, the data delivery requires to be
guaranteed under high-level security policies [37]. In many industrial
fields, e.g., coal mining industry, wind power generation, petrochemical
industry, etc., the industrial sensors are distributed in unserviced areas,
and the sensing information is collected and delivered by open wireless
tunnels. This make the industrial sensors not only easy to be stolen and
captured, but also vulnerable to eavesdropping. And the traditional se-
curity approaches, e.g., trust mechanism, identity authentication, infor-
mation encryption, etc., cannot satisfy the requirement of industrial
applications. Thus, efficient and secure data delivery has to be guaran-
teed in IIoT networks.

With the widespread implementation of IIoT applications, IIoT net-
works are evolving gradually towards wired/wireless hybrid network
architectures. Table 2 presents several candidate protocols for IIoT
network communications – ZigBee, WirelessHART, ISA100.11a, WiFi,
Bluetooth, LoRA are wireless communication protocols, while PROFI-
NET, EthernetPOWERLINK, DeviceNET, Modbus, and CAN are wired
protocols. The recent successful commercialization of 5G brings forth
another innovation opportunity, upgrading the IIoT networks to High
Bandwidth and Low Latency (HBLL). IIoT integrating 5G technology is
more capable of real-time industrial data sensing, supporting timely data
processing or analysis at the data computing center [38,39]. Multiple
related proposals can be found in Refs. [40–42]. Furthermore, edge
computing has exceeded the conventional computing platform by effi-
ciently allocating the computing resources and deploying the edge
computing station at feasible places. It is acknowledged that edge
computing will enhance the user experience of various industrial
delay-sensitive applications, by finding the right balance between
traditional stand-alone systems and cloud computing.

As a promising paradigm to improve the functionality and salability
of IIoT networks, the SDN technique has been widely promoted and
deployed in many famous or mature data center networks or the other
networks. For instance, the Google B4 network separates the network's
control plane form the data plane to enable fast deployment of new
network control services and has been proved to significantly improve
the system performance [43]. Further, on account of the SDN technique,
there are many emergent paradigms that have been demonstrated to be
successfully to be deployed in traditional computer networks, e.g., the
OpenNetMon [44]. It can be speculated about that the successful
deployment of these paradigms can provide valuable suggestions to the
promotion of AI-SDIN.

As mentioned, current research progress is subject to the integration
of the heterogeneous network with different communication protocols,
diverse computing platforms, and other elements. And with respect to
incorporating machine intelligence through AI, multiple applications
already exist – from directly monitoring industrial systems through grey-
box models and Convolutional Neural Networks (CNNs) [45,46] to
assessing the uncertainty in their response through probabilistic Recur-
rent Neural Networks (RNNs) [47]. Then, a wide range of AI sensor
fusion techniques are surveyed in Refs. [48,49], and the possible schemes
for implementing machine intelligence in industrial plants in Ref. [50].

3. AI-SDIN architecture

As a revolutionary technique to improve the scalability and robust-
ness of network functionality, the SDN paradigm has been widely used in
multiple types of networks – e.g., traditional computer networks, multi-
agent networks, underwater acoustic sensor networks, etc. SDN utilizes
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standardized protocols (OpenFlow [28], ForCES [60], POF [61], etc.)
between network control and packet forwarding components. By SDN,
the network control unit can be intensely decoupled from the network
data delivery devices, such as the router, leading to a centralized network
control plane, i.e., the SDN controller. Breaking away with the traditional
manner of individually configuring network devices, SDN controllers can
support exact network monitoring and adaptively determine/deploy
network policies, according to users’ requirements and the network
states [62,63].

To yield intelligent policy decisions, AI-enabled computing elements
can be deployed on the SDN controller, so that smart network control and
functions are executed. For instance, AI algorithms can assist in identi-
fying and isolating malicious attacks in a software-defined network [30,
64]. Thus, SDN applications gives to IIoT networks an scalable platform
that can deploy complex network policies, while AI, functioning as ma-
chine intelligence, can compute smart and self-adapting network policies.
A typical architecture for AI-SDIN is showcased in Fig. 2, where the
network is divided into three distinct functional layers.

3.1. Data layer

The data layer of the AI-SDIN generates large amounts of data (related
to various categories of industrial devices, resources, etc.). These valu-
able data can be sensed and gathered by advanced IIoT techniques and
industrial sensors [50]. In particular, the widely utilized Radio Frequency
IDentification (RFID) system makes intelligent data sensing more
straightforward, with the data being automatically sensed and exchanged
among different devices [65]. Table 2 summarizes some popular wireless
communication protocols for IIoT sensors, e.g., PROFINET, DeviceNET. It
is worth noting that the recently emergent LoRA has become one of the
most prominent protocols for IIoT networks, due to its larger communi-
cation range and low power/cost. Moreover, at the edge of an IIoT
network, a Fog Computing-based Base Station (BS) equipped with
light-weight AI computing component can be deployed to provide
light-weight data processing and filtration, especially for delay or secu-
rity sensitive industrial services [66,67].

3.2. Network layer

The network layer of the AI-SDIN is dedicated to connecting the el-
ements of the network, resulting in a unified data delivery plane that
allows for efficient data sharing, especially for massive data. In the
network layer, the data is accessed through LANs and aligns the services
that the edge computing cannot provide. The LAN integrates a set of
particular switches following the pre-defined south-bound protocols,
e.g., OpenFlow, Protocol Oblivious Forwarding (POF) [68], etc. For
instance, the Pica8's P series switch has received wide acceptance by the
industrial consumers. Different from the IIoT-based data layer, the LAN
of network layer is built through specialized wired communication pro-
tocols, including industrial Ethernet and FieldBus (Table 2). In addition,
the forwarding devices in the network layer are only in charge of data
delivery, and provide open API following the south-bound protocol to the
control layer of the AI-SDIN.

3.3. Control layer

The control layer is regarded as the machine intelligence nucleus of the
AI-SDIN platform. In the control layer, the forwarding devices in the
network layer are controlled and programmed by pre-defined protocols.
For instance, in the normal OpenFlow v1.3-based control plane – e.g.,
Ryu, the standardized Packet_In/Packet_Out, Flow_Mod messages of
OpenFlow, etc., are used to control the operations of the forwarding
devices, by deploying the policies determinedwithin the control plane. In
the classical architectures as those proposed in Refs. [69–71], within the
control plane of AI-SDIN, the machine intelligence is embedded, to bring
decision-making capabilities to the system. Thus, the control plane can be



Fig. 2. Schematic of an AI-SDIN architecture.

Table 2
Prominent candidate communication protocols for IIoT networks.

Protocol Standard Description Advantages Disadvantages

ZigBee [51] IEEE 802.15.4 Transmission range limit: 50 m; transmits data
through a mesh network of intermediate devices.

low cost; low power. Cannot run on large-scale networks.

WirelessHART
[52]

IEEE 802.15.4 Utilize a time synchronized, self-organizing, and
self-healing mesh architecture.

Robustness; dedicated to the industrial
networks.

Incompatible with FieldBus-based
wired communication standard.

ISA100.11a [53] IEEE 802.15.4 Dedicated to particular wireless monitoring
applications.

Low power; compatible with FieldBus-
based wired communication standard.

Low rate; not widely used.

WiFi IEEE 802.11a/
b/g/n/ac

For Business consumer-level applications. High rate; mature technology. High power.

Bluetooth [54] IEEE 802.15.1 Replaces RS-232 and RS-485. Low power. Short com. range
LoRA [55] LoRAWAN For IIoT networks. Large com. range; low power; low cost. Spectrum conflict.
PROFINET [56] IEEE 802.3 For soft real-time applications. Easy to deploy. Not suitable for delay-sensitive

industrial applications.
Ethernet
POWERLINK

IEEE 802.3 Ethernet based; For real-time applications. Open; high rate. Complex; requires auxiliary protocols.

DeviceNET [57] FieldBus For transferring the frame of short length. High scalability; widely used. Low rate.
Modbus [58] FieldBus Open; support various interfaces, e.g., RS-485. Easy access to Modicon or Honeywell

systems.
Significant coding development.

CAN [59] FieldBus For transferring the frame of short length. High interference immunity. Low rate.
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an intelligent agent, and complex industrial applications can be effi-
ciently supported and executed, e.g., threat identification or network
adaptive adjustment. For example, in Ref. [72], an AI-based two-stage
intrusion detection scheme was proposed for software-defined industrial
IoT networks; the proposed scheme can exactly detect the potential
1354
network attacks based on the synchronized information at the SDN
controller.

In addition, as shown in Fig. 2, the control plane supports the
distributed network management. That is, each local controller supports
the devices at each LAN, while the global controller deals with the
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operations across multiple LANs. Hence, by the north-bound protocol,
cooperative industrial services can be modified and supported at the
application layer. For the sake of brevity, we do not present the legend for
the application layer in Fig. 2.

4. Involved key technologies

In Fig. 3, various key enabling technologies applicable to building an
AI-SDIN system are displayed. These are discussed next.
4.1. Blockchain-based data sharing

The booming development and promotion of digital cash has distin-
guished the blockchain technique. Normally, Blockchain is considered to
be a traceable, distributed and nontamperable ledger. Each node in
Blockchain share information and keeps updating and maintaining the
ledger. It as well guarantees data consistency by utilizing consensus
mechanisms. It can be foreseen Blockchain will play a crucial part in data
science especially in terms of privacy protection, tamper-proofing and
temporal ordering. Thus, employing blockchain technique in IIoT has
proved to be quite feasible and beneficial [73]. As a hotspot technique,
the Blockchain technique can be integrated with operations, production,
sales and management in smart factories. In IIoT networks, the Block-
chain can be employed to coordinate and track the interconnected
network devices. For instance, Fig. 4 display an architecture for
software-defined IIoT network embedding Blockchain.

In smart factories, the industrial data can be shared in the whole
manufacturing process, e.g., fund flow, production/sales data, inventory
information, etc. These time series data requires to be surveyed and
tracked during, in case of being traceable, tamper-proof and non-
duplicative. The features of Blockchain satisfy the security and efficiency
requirements of data sharing in IIoT networks towards smart factories. It
can be inferred that Blockchain will contribute to improve the security of
IIoT network, by providing secure data sharing, robust data aggregation
and guaranteeing data confidentiality, etc. For instance, in Ref. [74], the
authors employ Blockchain technique and propose an improved indus-
trial data access/sharing prototype supporting private key dynamic
generation to resist and identify collusion attacks in IIoT networks.
4.2. Intelligent wireless data sensing

Intelligent wireless data sensing involves three key sub-components:
robust communication technologies, IIoT, and ubiquitous sensing. To
provide continuous data-driven industrial services, robustness commu-
nication technologies should be employed, thus avoiding potential
wireless eavesdropping or man-in-the-middle attacks [75].

Besides the ubiquitous digital signature and identity authentication
Fig. 3. Key technolo
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technologies, the recent widespread adoption of AI has accelerated the
development of security checking and data encryption technologies –

applicable to industrial wireless data sensing [76]. For instance, in
Ref. [77], the authors propose an encryption/decryption module that can
secure complex cryptography the communication with limited compu-
tation capability, so that the traditional Supervisory Control And Data
Acquisition (SCADA) systems can be enhanced. In Ref. [78], to make
IEEE 802.15.4 protocol adapt to the IIoT networks, the authors propose
the utilization of the best radio channels while still providing deter-
ministic performance and to group the links per timeslot, allocating them
either to the same whitelist or even appropriately reordering them to
avoid collisions.

Acting as the intermediate layer in industrial wireless services, the
IIoT aims to integrate and interconnect each working island (partially
isolated sub-systems). This can assist the network administrator in con-
structing an abstract view for analyzing all the industrial data related to
material, logistics, machinery information, etc. Thus, stable and QoS-
aware communication protocols are indispensable to provide industrial
services access, especially for data-driven industrial applications. For
instance, in Ref. [79], the authors propose to share the communication
resource among the wireless stations to satisfy the QoS and security
requirement of different industrial applications or users and propose an
approach named QWIN by offloading their priority queues into the IIoT
network and deploying cooperation and security mechanisms.

Furthermore, to confront the challenges of industrial big data and the
rapid growth in industrial mobile users, ubiquitous sensing monitoring
has become an active research field; Crowd-Sensing is a paradigm that
support industrial data sensing by constructing dynamic sensing net-
works [80]. Through Crowd-Sensing, the industrial data can be co-jointly
sensed, and the analyzed result can be efficiently shared in real time.
4.3. Edge intelligence

An IIoT systemmay generate large amounts of data and consume a lot
of energy and resources [24]. This may result in unfeasible requests to
IIoT networks in terms of bandwidth, especially for security/delay sen-
sitive industrial applications that the cloud computing platform cannot
satisfy [81]. The edge computing and Mobile Edge Computing (MEC)
paradigms have emerged to unload the computing requirements of cloud
computing centers. By means of edge computing, the processing delays of
industrially generated data the required network communication re-
sources (e.g., the bandwidth) can be reduced. This results in improved
network efficiency through a cooperation architecture (Edge-to-Cloud).
One example is when the edge computing component aims at processing
light-weight delay-sensitive tasks and tasks that would involve massive
data communication to the cloud centre, while the cloud centre deals
with large-scale tasks with lower delay-sensitivity. For instance, in
gies in AI-SDIN.
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Ref. [82], the authors present an blockchain and edge
intelligence-enabled Industrial Internet of Things network that can sup-
port secure and flexible edge service administration. On account of the
proposed framework, the authors propose as well a cross-layer resource
sharing scheme that can only deployed in the centralized network
management platform, e.g, the SDN-enabled networks. To support
continuous and stable data processing services, the mobility-aware edge
computing technique can be employed for ensuring that the mobile users
(industrial robots) can seamlessly switch among the different edge
computing components [83]. Furthermore, in recent years, integrating AI
techniques such as deep learning into edge computing (referred to as edge
intelligence) has opened new research directions towards incrementing
the computing ability and scalability of edge computing systems [84].
For instance, to enable edge intelligence, the authors in Ref. [85] present
a network architecture (named by OpenEI) that is a software-based
framework where the edge computing unit consists of data computing
and communication component, and can provide scalable deployment
for complex artificial intelligence policies, e.g., deep learning, rein-
forcement learning, etc.
4.4. Time-Sensitive Networks

Time-Sensitive Networks (TSNs) constitute a new industrial
communication technology that holds sustained attention from both
academia and industry. TSNs allow the periodic and aperiodic data to be
concurrently transferred within the same network. This brings the ad-
vantages of deterministic transmission to Ethernet. For instance, in
Ref. [86], the authors take a deep study on the theoretical foundation of
queue management in TSN data deliver devices especially in IEEE
802.1Qbv standards-based IIoT networks. The authors have proved the
queue scheduling and assignment issues for real-time data delivery on
time sensitive IIoT networks with both dynamic and static priority
scheduling is NP-hard issue. By formulating the problem by satisfiability
1356
modulo theory, the authors have proposed two heuristics to address the
issues that are easy to realize. At present, IEEE, IEC, and other organi-
zations are formulating the underlying interoperability standards and
specifications for IIoT networks based on TSN. TSN integrates a series of
technical standards, mainly including clock synchronization, scheduling
strategy for data flow, and network configuration. We note that TSN
operates in the MAC layer of the ISO/OSI model [87,88]. To standardize
and realize the TSNs, one of the most challenging issues that have to be
solved is to optimize and determine the scheduling mechanism. For
instance, in Ref. [89], to improve the performance of no-wait scheduling
algorithms in TSNs, the authors propose no-wait scheduling mechanism
and joint algorithm for message fragmentation in TSNs. In particular, on
account of the optimization modulo theories, the authors propose a
specification for the joint problem and utilize off-the-shelf solvers to
address the problem.

4.4.1. VLAN
TSN is standardized based on the Virtual Local Area Network (VLAN)

approach and the priority mechanism in the IEEE 802.1q protocol [90,
91]. The IEEE 802.1q supports QoS provisioning and can also support
network performance predictability. Furthermore, it can efficiently
allocate the network resources (e.g., bandwidth) to satisfy the QoS of the
industrial users.

4.4.2. Clock synchronization
For delay-sensitive industrial control, all the tasks are time-stamped,

thus, accurate clock synchronization is indispensable. TSN consists is
composed of the IEEE 802.1as and IEEE 802.1as-rev, which are specif-
ically developed for industrial applications. Note that the IEEE 802.1as is
based on the IEEE 1588 V2 precise clock synchronization protocol, which
is referred to as Generalized Precision Time Protocol (gPTP). gPTP
operates via a distributed master-slave structure and synchronizes all the
clocks in each gPTP network node [92].
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4.4.3. Data transfer control
With the control of the scheduling mechanism in TSNs, the data

passes through the receiving port to perform frame filtering, flow
metering, and frame queuing. In particular, the IEEE 802.1q defines
different sharpers to realize the scheduling mechanism [93,94]. Thus, it
is actually a Transmission Selection Algorithm (TSA) where each algo-
rithm corresponds to a scheduling mechanism, which is suitable for
different industrial application scenarios.

4.5. Integrating SDN&TSN

Integrating SDN and TSN requires three essential techniques:
specialized south-bound protocol, network virtualization, and protocol
realization [95]. The Network Configuration Protocol (Netconf) together
with OpenFlow are suitable candidate protocols – OpenFlow aims at
deploying intelligent flow tables, and Netconf is dedicated to configuring
and updating TSN-related protocol. An architecture for integrating SDN
and TSN is presented in Fig. 5; in the figure, the queuing and priority
features from the OpenFlow table are utilized to set the delivery priority
of each data flow, and to limit the transmission rate at each port of the
SDN-based switches, respectively. Further, in Ref. [96], the authors argue
the OpenFlow protocol is the key technique in SDN-based IIoT network
and can as well provide the TSN-embedded SDN with a global view. To
adapt the TSN feature to SDN, the authors propose a control mechanism
called TSNu that can provide exact time-slot scheduling for the data
delivery in TSNs. In Ref. [97], the authors argue that the SDN technique
or paradigm can be utilized to tackle the configuration challenges in TSN.
On account of the IEEE 802.1 Qcc standard, the authors propose the
design of the Centralized Network Configuration (CNC) based on a
micro-service architecture. And, the authors develop as well a utility
maximization approach to optimize the data routing, resource sched-
uling, etc. Further, the OpenFlow Meter table can also be leveraged to
limit the data delivery speed, as to guarantee the delay-sensitivity of the
data from the TSN network. Furthermore, to address the suitability issues
due to differentiated protocols and interfaces, the head of the packet
requires to be re-written, such that the data at the gateway can be
switched. A candidate solution to this is that of revising the Priority Code
Point (PCP) field of the VLAN to realize the priority matching among
different domains.
Fig. 5. An architecture inte
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4.6. Distributed AI

In a multi-agent system, distributed AI aims at controlling each agent
to perform cooperative tasks intelligently. For the AI-SDIN based on hi-
erarchical network architecture (Fig. 2), the distributed AI can be
deployed within each local controller, such that the network policies –
e.g., the TE policies, can be distributed computed and determined at each
local controller [98]. It is worth mentioning that the distributed AI
framework is performed under the control of the global controller. The
architecture for distributed AI-SDIN offers the natural advantage of
deploying a distributed AI computing framework, where each local
controller can share the computing resources with the others through a
robust communication tunnel. In addition, the communication among
the local controller follows the West-East interface, and it can be
dynamically switched with the monitoring and scheduling ability of the
global controller. For instance, in Ref. [99], the authors propose ADDAI
(Anomaly Detection using Distributed AI) which can distribute the data
computation mission among a set of IIoT devices. It can satisfy the
requirement from any industrial user and address the a single point of
failure with high probability, by deploying distributed AI framework.
Further, in Ref. [100], the authors regard the cloud-to-thing as a con-
tinuum and propose a framework to deploy the AI in a scenario with
cooperative edge computing. In particular, the authors propose ap-
proaches to improve the communication efficiency to accelerate the
learning efficiency of the cooperative AI.

5. Improved applications based on AI-SDIN

The SDN technique is complex to implement to achieve widespread
adoption in traditional computer networks, displaying heterogeneous
and encapsulation features. Hence, the AI-SDIN is in low technology
readiness level state. As a practical manner to achieve actual Industry 4.0
implementations, it can be inferred that the AI-SDIN will play an
important role in accelerating the digitalization and integration in in-
dustrial manufacturing [50]. In Ref. [101], the authors give a compre-
hensive survey about how to utilize the SDN technique to realize and
improve the operations of IIoT networks. The paper also discusses the
possible application scenarios by means of software-defined IIoT net-
works. On the other hand, in this section, we emphasize smart industrial
applications under the AI-SDIN architecture. In particular, we align the
discussion around the following six aspects: trustworthy data sensing,
sustainable logistics, smart industrial materials scheduling, smart sales,
grating SDN and TSN.
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secure healthcare, and smart agriculture (as it is shown in Fig. 6).
5.1. Trustworthy data sensing

One of the most critical applications and functions in AI-SDIN is the
data sensing and collection. The mass production of low-cost sensors has
made more possible than ever their integration in industrial environ-
ments, including the usage of redundant sensors to increase the security
and robustness of the system. Powered by the abilities of IIoT including
ubiquitous sensing, identification, and stable communication, the trust-
worthy data sensing of AI-SDIN is capable of the following features:

5.1.1. Integrated correlation analysis
Focused on the critical sensing elements including people, machines,

industrial raw materials, and logistics, integrated correlation analysis
models can perform data fusion for analyzing each category of industrial
data. This mitigates the data island effect that limit traditional industrial
IIoT networks. And it can as well improve the authenticity of the in-
dustrial data. For instance, in Ref. [102], to enable sustainable devel-
opment for enhancing industrial production output, the authors propose
a data-driven approach for optimizing and evaluating the efficiency of
the industrial system. The system utilizes an uniform platform to collect
and process the data from the aspect of emergy. And the evaluation
model and the correlation analysis between efficiency and the corre-
sponding factors can be built to achieve the quantitative evaluation.

5.1.2. Service-oriented data analysis
Smart data sensing can also be applied to yield service-oriented data

analyses, by fully integrating each potential analysis engine. For instance,
to provide industrial fault recognition services [14], the analysis results
from different recognition engines can be collated to compute the
optimal solution according to the service type.
5.2. Sustainable logistics

It is expected that the AI-SDIN will also play an important role in
sustainable logistics and transportation. As mentioned, the IIoT frame-
work of AI-SDIN can be widely deployed in multiple ecosystems,
including industrial logistics or transportation systems. In particular,
with the rapid development of industrial sensors integrating advanced
wireless communication, power, sensing components, etc. (Sec. 5.1), the
Internet of Vehicles (IoV) paradigm is being considered as a way to tackle
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traffic congestion. The IoV can provide seamless and real-time informa-
tion sharing among the vehicles or between vehicles and humans. This
can accelerate other vehicular-based industrial applications such as semi-
autonomous driving [103], contributing to the development of industrial
logistics and intelligent transportation.

For instance, the AI-SDIN is able to monitor the states of each road,
the drivers, and track the location of each vehicle. It can assist the ve-
hicles with smart parking and provide the vehicles with adaptive navi-
gation to avoid potential traffic jams. For sustainable logistics towards
industrial services, the AI-SDIN is capable of scheduling transportation
resources to guarantee the transportation of industrial materials through
platooning trucks. In particular, industrial materials can be ranked with
different priorities according to their physical or security characteristics.
Thus, based on the timely monitoring of the traffic flow, the traffic pol-
icies can be timely determined at the traffic control department. For
example, to ensure the transportation safety for industrial oil and gas
resources, the planned paths for the trucks need to bypass potential
hazardous conditions. By comparison, first responders have strict delay
requirements. Hence, their scheduling should have the highest priority.

5.3. Smart industrial materials scheduling

The existing supply chain systems include three links: upstream ma-
terial supply, production, and downstream sales. The management of
each link is often more or less independent. Integrating each link to
execute timely information sharing can be challenging. AI-SDIN in-
tegrates each category of information from each component of the entire
chain. As one of the most important applications in the future IIoT net-
works, smart industrial materials scheduling can be performed based on
the smart logistics abilities of AI-SDIN.

Through AI-SDIN, the suppliers’ yield information and the down-
stream sales are gathered at one integrated monitoring system. This en-
ables the manufacturers to interchange information (about the industrial
materials) in real-time, to determine the required sales strategy; based on
the statistical information about the bins of industrial materials and the
predicted sales information in the next period, the corresponding pur-
chasing policy can be determined. Then, feasible material suppliers are
selected that satisfy the computed purchasing policy.

5.4. Smart sales

Within the practical applications of AI-SDIN, the exact computation
and prediction ability of themachine intelligence provides additional value
to the industrial chain; enterprises can concentrate on user's re-
quirements and experience, and the sales model is innovated from in-
ventory backlog to pre-sale – possibly via A/B testing. Thus, rapid
delivery and comprehensive monitoring for industrial production can be
realized. AI-SDIN promotes deep integration of human, machine, and
physical objects, and ensures the integrity of enterprises' upstream and
downstream supply chains, so that the resources are optimally allocated.
For instance, in Ref. [104], the authors propose the paradigm of cloud
sales platform, which can be expanded in IIoT networks; it can promptly
summarize the customer's requirement in advance, and automatically
link the customer's requirements with the enterprise that could satisfy
their requirement. Then, after the sales are accomplished,
multi-dimensional sales reports are automatically generated. This en-
ables the visualization of the entire sales procedure and the integration of
research-production-marketing.

5.5. Secure healthcare

The healthcare industry is undergoing an AI revolution [48], which
can be further accelerated by AI-SDIN. Although the approach also has its
dangers [24]. The interconnection ability of AI-SDIN can as well connect
each component (including medical organization, medical equipment,
doctors, and patients) into an unified control/monitoring system, such
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that the globally optimal healthcare policies can be determined and
deployed. Furthermore, in recent years, the rapid development of
wearable sensors have resulted in the Body Area Network (BAN)
framework, standardized by the IEEE 802.15.6 [105]. The BAN aims to
connect each wearable device (e.g., heart rate monitor) into an inte-
grated network for long-term monitoring and recording of human health
signals. It can be inferred that the AI-SDIN will accelerate the populari-
zation of intelligent healthcare, especially with respect to medical
assistance and security protection. For instance, in Ref. [106], the author
propose a high-performance affine cipher-based key encryption tech-
nology aiming at supporting serious secret key protection. Their proposal
is dedicated to providing a prototype that can guarantee secure data
delivery in BAN. However, their approach does not clarify how to encrypt
the key words, which leaves a future work for AI-driven encryption
engine.

5.6. Smart agriculture

The paradigm of smart agriculture is innovating the classical agri-
cultural model. Smart agriculture aims at applying IIoT technologies in
traditional agriculture ecosystems, by using advanced industrial sensors
(e.g., humidity or CO2 monitoring sensor) and software to control agri-
cultural production through centralized computing platforms (e.g., edge
computing). By AI-SDIN, the agricultural information can be made more
transparent and accurate. Each agent or production device in the agri-
cultural industry can be intelligently scheduled to perform cooperative
tasks. For instance, in Ref. [107], the authors propose a smart agriculture
framework integrating different categories of monitoring systems, un-
manned aerial vehicles, automatic irrigation systems, VR techniques, etc.
Further, in Ref. [108], the authors argue that the IIoT technique is able to
improve the agricultural production and propose a multi-model-based
data delivery model for the integration of multi-vendor agricultural
production systems. And their model utilizes the Data Distribution Ser-
vice (DDS) middleware to enable communication between heteroge-
neous production systems to perform farming operations in a coordinated
manner.

6. Opportunity and further research directions

It can be witnessed that the AI and SDN technologies, together with
their applications in IIoT networks, are still at the early stage. It is still not
understood how well AI can generalize [103] and its ethical implications
[24]. To realize AI-SDIN, there are still many challenging issues that the
researchers have to confront, ranging from technical challenges to
implementation issues. Ultimately, if implemented poorly, it may result
in an over-complex highly-coupled systems which can lead to unpre-
dictable incidents [109]. Furthermore, possible future work should also
consider potential changes in industrial applications, which may result in
model drift (i.e., concept and data drift) to build AI-SDIN systems with an
adaptable layer. The following are some potential opportunities and
research directions that can leverage towards implementing the AI-SDIN
paradigm.

6.1. Light-weight AI

Even if deep learning-based frameworks are powerful and dominant
for most data analysis tasks, they are computationally expensive, and
difficult to deploy on low-power devices. For instance, the edge
computing components of AI-SDIN cannot support high-performance and
high-complexity online data training schemes, since these devices have
usually limited capabilities. As a result, new generations of light-weight
AI schemes must be developed. This has led to the emergence of high-
efficiency networks – e.g., Tiny YOLO [110], MobileNet [111], Shuf-
fleNet [112], some of which are tiny counterparts of mainstream models.
However, as for the learning performance, these light-weight AI schemes
lag far behind their full-fledged counterparts. Hence, balancing the
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computing performance and energy consumption is still main challenge
in edge intelligence. Further, distributing the deployment of AI schemes
among several cooperative edge computing components is also a hot
research topic.

6.2. Network management

As an open research topic, network management in AI-SDIN encom-
passes multiple aspects: network reconfiguration, network resource
management, etc. In future smart factories, mobile agents will be
frequently relocated under the control of different edge computing
components [50], which can produce instabilities. Hence, it is indis-
pensable to design robust handover or network reconfiguration protocols
that ensure smooth message delivery for controlling industrial mobile
agents. In addition, the introduction of SDN and AI models in IIoT net-
works have revolutionized network resource management. This diverts
the burden from the data forwarding devices to the SDN controller, that is
in charge of managing each corresponding data forwarding service. Thus,
the computing resources on SDN controllers have to be feasibly sched-
uled for diverse network policies (e.g., the TE policies), especially when
the features (QoS, priority, etc.) of the network services are considered.

6.3. Network operation

AI-SDIN integrates diverse functions in each functional layer of the
network architecture, and supports various wired and wireless commu-
nication protocols. The traditional south-bound protocol, e.g., OpenFlow,
ForCES, cannot directly support the deployment of these network oper-
ations even when the wired part of the AI-SDIN is neglected. For instance,
current south-bound protocols cannot support hard QoS guarantee and
exact flow deployment at hybrid LAN switches. With the promotion of
the Network Function Virtualization (NFV) technique in SDN, the current
south-bound protocol needs to be adapted to the diverse functions and
architectures. The will be even more challenging when the industrial
applications across multi-domains are taken into account.

6.4. Robustness and security

As discussed, the mobile industrial objects may be frequently
disconnected and connected to the edge computing components. This
may result in the packet transmission tunnels being vulnerable to
disruption and distraction, due to the complex electromagnetic and
communication environment. In addition, some industrial applications
require strict QoS (e.g., packet loss) provisioning on the related data flow
delivery. Hence, the stability or robustness of the data layer in AI-SDIN
has to be ensured. Thus, it requires adaptive spectrum sensing and
network topology prediction approaches, able to guarantee the data
delivery among the switches or the tunnels – between edge computing
components and industrial mobile agents.

Further, the AI-SDIN must face challenges due to control plane in-
stabilities. For instance, due to software errors (bugs) or glitches, NFVs
implemented in software are more vulnerable than hardware middle-
ware [113]. Since the AI-SDIN exhibits a complex hierarchical control
plane, it is challenging to guarantee stable network management by
cooperating with each SDN controller. Thus, there is active research in
the subject.

6.5. Adaptive TE

Beyond robustness factors, packet delivery or routing in AI-SDIN is a
know complex issue due to the multiplicity of features in IIoT networks.
The complex features that may affect packet delivery efficiency include
frequent high-speed mobility, multi-protocol, andmulti-service data flow
coexistence. These factors are more noticeable when the industrial ser-
vices’ scale up and the generated data become larger. For instance, in a
small-scale LAN of AI-SDIN, three types of data flow are concurrently
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requested for delay-sensitive data processes. When complex data routing
protocols, such as multi-path routing protocol, have to be taken into
account, the machine intelligence is required to determine TE policies for
adaptively allocating the network resources to each industrial service, so
that the requirement of each service can be satisfied. In Ref. [114], on
account of OpenFlow, the authors propose a real-time network moni-
toring platform that canmonitor the link-delay, bandwidth, delay jitter of
each network link. By their approaches, complex QoS routing algorithms
can be realized and deployed for performing industrial data delivery. In
Ref. [115], the authors propose a destination-aware adaptive traffic flow
rule aggregation (DATA) mechanism for facilitating traffic flow moni-
toring in SDN-based IIoT networks. The proposed method adapts the
number of flow table entries in SDN switches according to the level of
detail of traffic flow information that other mechanisms (e.g. for traffic
engineering, traffic monitoring, intrusion detection) require. It also
prevents performance degradation of the SDN switches by keeping the
number of flow table entries well below a critical level.

7. Conclusion

Although the paradigm of IIoT networks promotes the progress of
smart manufacture towards achieving reduced costs and increased effi-
ciency, IIoT networks present the constraints of network heterogeneity
and scalability. Current network architectures integrate computing units
of low-intelligence, which cannot support the scheduling for diverse and
complex industrial flow – especially for case scenarios with delay-
sensitivity requirements. In this paper, we argued that these issues can
be addressed by utilizing an AI-enabled SDN technique, and we have
presented a formal architecture named by AI-SDIN to achieve this vision.
Within the presented architecture, the IIoT networks are divided into
three functional layers: data layer, network layer, and control layer. In
the latter, advanced machine intelligence can be deployed to improve the
security and functionality of the network. Then, we have surveyed
possible key technologies towards actual implementation – e.g.,
Blockchain-based data sharing, intelligent wireless data sensing, edge
intelligence, TSN&SDN, distributed AI, etc. We have also presented po-
tential enhanced industrial applications based on AI-SDIN ranging from
logistics to agriculture. Finally, the paper has indicated challenges and
areas where further research is required. Our paper aims at revealing that
the AI-SDIN leads the future of smart manufacture to be clear and bright.
With AI-SDIN, industrial manufacture will be supermatic with less
manufacture time and intelligent logistics, supporting fast production
and marketing.
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