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Abstract

The developments in Information and Communication Technology transformed
almost every aspect of everyday life. Modern societies are now fully dependent on
ICT for commercial, labor, and leisure activities, excluding in the voting area. Using
ICT for democratic elections is quiet in its early stages. Nevertheless, utilizing ICT,
specifically mobile phones, traditional voting processes can be streamlined to except
the cost of social assets and time. Other researchers have already developed a
mobile voting system, which is the use of a mobile phone to cast a vote. However,
using a fast-growing device like mobile phones to vote poses security vulnerabilities.
Mobile phones are exposed to security challenges, including malicious threats and
intrusions as they are increasingly utilized to store sensitive personal data, such as
financial data used for mobile banking. This paper is concerned with the security of
the mobile phone as a utensil to vote amid the election. The paper evaluated two
security systems to check, among the two-security systems, the one that best guards
mobile voting. Simulations were utilized to evaluate the security systems and the
findings were that Suricata is more reliable and effective than Snort in protecting XaP
mobile application. This paper provides a significant contribution to the literature in
mobile voting security as no research has been piloted that evaluates two security
systems for mobile voting protection.
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