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Abstract: It is important that government, private sectors and the citizens are cybersecurity savvy. This is often a challenge
as the size of the target group is large and the expertise is diverse. This is coupled with limited resources, in terms of time
and funding, making is difficult to administer cybersecurity awareness campaigns to a large target group. With these
challenges in mind, it is the aim of the current paper to propose a cybersecurity awareness campaign rollout strategy for
large and diverse groups. The main components of the strategy include posters, face-to-face training, games and an
elLearning experience. This rollout strategy can be considered as an innovative and sustainable solution of educating many
Internet users. Not only will this strategy contribute to the safety and security of organisational system infrastructure, it will
also elevate and develop individual self-defence skills of the users.

Keywords: cybersecurity, awareness, campaign, eLearning, cybersecurity education

1. Introduction

Any organisation that has an online presence cannot ignore the recent influx of cyber-attacks. The current
situation requires that employees are aware and skilled in cybersecurity to avoid falling victim to these attacks.
However, the reality is that most employees lack cybersecurity knowledge and skills. This creates a dangerous
environment because employees, who are vulnerable to cybersecurity threats, could be used as entry points for
cyber criminals.

Recent cyber threats such as Liberty email hack, the ‘ViewFines’ license scam, Facebook personal information
scandal, Ster-Kinekor attack and Master Deed’s data leak have sparked a new fire on cybersecurity in South
African organisations (Mohapi, 2018; Niselow, 2018; Shapshak, 2018). Many organisations continually take
technological steps to ensure the safety of systems. It is equally important that users, as part of securing
organisational systems, are also kept updated with cybersecurity knowledge and skills. This can be achieved
through continuous cybersecurity awareness training. The aim of cybersecurity awareness training is to
empower and equip users with knowledge and skills to enable them to defend themselves, in the event of a
cyber-attack.

Unfortunately, in most cases not all employees are exposed to cybersecurity awareness training. This is due to:
= Lack of funding

=  Employee availability

= lack of Cybersecurity experts in the country

= Avery large number and diversity of employees in the organisation

Solutions towards educating users in cybersecurity have been proposed in academia (Kritzinger Elmarie, 2016).
These include short term solutions such as posters, competitions, workbooks and discussions (Kritzinger EImarie,
2016). ELearning platforms such as the method proposed in (Stewart, Humphries, & Andel, 2009), which focuses
on building skills for network configuration. Games that simulate the real world are discussed in (Thompson &
Irvine, 2015). The games teach cybersecurity principals by allowing the user to encounter cybersecurity incidents
in a sandbox environment. These solutions are innovative; however, they are not sufficient to be used for a large
target audience. It is for this reason that the current paper seeks to address these challenges through a proposed
rollout strategy.

The rest of the paper is presented as follows: the next section presents the background to the study on
cybersecurity awareness, this is followed by the discussion on how one can plan the cybersecurity awareness
campaign in Section 3. Section 4 proposes the cybersecurity awareness rollout strategy, and Section 5 concludes
this paper.
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2. Cybersecurity awareness

Cybersecurity is defined as the technologies, processes, controls and users that are set up to protect systems
and system data. A large, and often neglected, part of cybersecurity are the users. Which is one of the reasons
why, researchers and security practitioners agree that the human aspect of cybersecurity is very important.
Cases of recent cybersecurity threats and vulnerabilities point at attackers exploiting the ignorance of users to
successfully launch attacks. The cybersecurity discussion has grown to now include users as well infrastructure
as a way to prevent successful cybersecurity attacks (Khan & Ayyob, 2017; Uchida, 2017). The discussion nhow
includes the task of bringing users to an acceptable level of cybersecurity awareness.

Cybersecurity awareness campaigns are a form of security training that is used to inspire, stimulate, establish
and build cybersecurity knowledge and skills amongst system users (Defence, 2008; Grobler, Dlamini, Ngobeni,
& Labuschagne, 2011). A successful training program makes sure that the user is not only informed about these
treats, but is also able to recognise and deal with threats and vulnerabilities in their own environment (Bada &
Sasse, 2014). Furthermore, an awareness campaign must inspire a positive attitude towards upholding
cybersecurity amongst the participants of the training (Grobler et al., 2011).

3. Planning cybersecurity awareness campaign

Cybersecurity awareness campaigns should have a plan, clearly defined goals and objectives, expected results,
delivery methods, risks, and methods to evaluate the initiative. A users’ level of cybersecurity awareness is
measured by the users’ cybersecurity knowledge about best practices, their consciousness of how important
cybersecurity is as well as their ability to defend themselves when online.

The following components constitute the process of a typical cybersecurity awareness campaign:

= Cybersecurity Awareness Goals and Objectives: this must be defined in terms of the national legislation,
laws, policies and standards as well as continental policies and agreements

= |dentify Intended Audience: these are the target trainees, to whom the cybersecurity awareness campaign
will be delivered (e.g. Community citizens, IT employees, non-IT employees, students, learner, etc.)

= Define Topics to be Covered: the list of topics must be evaluated in terms of relevance to each targeted
audience

= Define Delivery Methods to be Used: this includes the way in which the cybersecurity awareness campaign
will be presented to different audiences (e.g. For the primary learner, one can use cybersecurity posters and
drawings; and for the employees, one can use e-mail system, company newsletter, seminars, etc.),

= Develop a Strategy for Rollout: this should be decided on all levels and the entire programme should be
evaluated for possible loopholes. For instance, the programme's implementation should start from the
grade zero, in schools; or the arrangement of the seminars in the workplace, that is, which group attends it
first in order to avoid disturbing all the company processes

=  Develop Evaluation Methods: these are the methods that will be used to test the effectiveness of the
cybersecurity awareness campaign (e.g. The comparison of pre- and post-survey)

The cybersecurity awareness plan can be updated to suit various target audiences. The current paper’s
contribution is in addressing the development of the rollout strategy for cybersecurity awareness campaigns in
large organisations.

3.1 Delivery methods

Cybersecurity awareness can be delivered in different ways. Researchers and practitioners of cybersecurity have
presented different alternatives to drive the cybersecurity message to the users. Posters, Lectures, Games and
elearning are presented in the next session.

3.1.1 Posters

Posters are a visual art form used to relay information. In cybersecurity, posters are a traditional delivery
method. Typical cybersecurity posters contain one cybersecurity message together with a catching slogan for
employees to remember (Abawajy, 2014).
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The power of posters is that employees are continuously exposed to the same message. Repeated exposure
creates familiarity with the context as well a positive attitude towards the message on the poster (Zajonc, 1968).
In other words, posters can be used as a form of conditioning employees to the principals of cybersecurity. There
are concerns in the usage of posters, such as the misinterpretation or overlook of the message. Too much
exposure to the same information may result in the importance of the message being diminished (Janiszewski
& Meyvis, 2001).

3.1.2 Lectures

Lectures or Face-to-face interactions use an expert base approach were a facilitator or subject expert conducts
a talk about cybersecurity. These talks have a lecture approach where the education is delivered in a top-down
manner. The lectures have an opportunity to ask and answer questions during the lecture. However, this method
has its disadvantages in the form of they are expensive, time consuming and may not be relevant to the entire
audience (Abawajy, 2014; Dlamini & Modise, 2013). The success of face-to-face interactions is heavily reliant on
the person presenting the lecture. If the presenter is not charismatic or interesting, the audience may not pay
attention to what is being presented (Kritzinge Elmarie, 2017).

3.1.3 Games

Games are used as a supplement in Cybersecurity training. Games create excitement which motivates and
engages employees. If the game has a competitive element, the game can create a challenge which drives
employees to outdo each other (Grossklags, Christin, & Chuang, 2008; Jin, Tu, Kim, Heffron, & White, 2018). This
is a good way to reinforce the Cybersecurity principals which were presented. A disadvantage of games is that
the desire to win the game may overshadow the learning of Cybersecurity principals (Cone, Irvine, Thompson,
& Nguyen, 2007; Cone, Thompson, Irvine, & Nguyen, 2006; Nagarajan, Allbeck, Sood, & Janssen, 2012).

3.1.4 elearning

ELearning is a platform for conducting training where the geographical location of the lecturer and participant
is different. Participants enrol into courses and can interact with the lecture as well as other students (Rjaibi,
Rabai, & Mili, 2016; Skinner, Taylor, Dale, & McAlaney, 2018). Technology is the backbone of eLearning platforms
and it allows for an interesting, different and diverse way to interact with learning material. The advantages of
elearning are that they are self-paced, and the participants may complete the course on their own time. A
disadvantage however is that often participants are not motivated to complete the course (Oyelere, Sajoh,
Malgwi, & Oyelere, 2015; Skinner et al., 2018; Tirumala, Sarrafzadeh, & Pang, 2016). For the Cybersecurity
context eLearning has provided a platform where participants can gain some practical experience with dealing
with Cybersecurity attacks such as phishing.

Table 1 presents a comparison of Cybersecurity delivery methods. Table 1 lists each method’s strengths and
weaknesses as a tool for Cybersecurity awareness.

Table 1: Comparison of delivery methods

I:::t‘;‘egz Description Strength Weakness Authors
A lecturer presents Provide opportunity to Can become (Dlamini &
Cybersecurity content clarify points overwhelming Modise, 2013;
Interactive Success relies heavily on Kritzinge
Lectures . .
the person presenting Elmarie, 2017;
the awareness Locasto &
Time consuming Sinclair, 2009)
An activity where a person Engages the user The point may be lost by (Coneetal.,
engages in for entertainment | Entertaining while learning users focussing on the 2007; Cone et
or sport. Cybersecurity game instead of the al., 2006; Jin et
Games games have a cybersecurity awareness principals al., 2018)
element or theme attached Limited players
to them.
An image which displays a Conditions the user over Message portrayed in (Kritzinger
Posters message. In the context of time poster might be Elmarie, 2016)
Cybersecurity, the message misunderstood
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I::;L\;‘e;z Description Strength Weakness Authors
being portrait is to promote Can be presented to a
cybersecurity. large audience
elearning | Computer mediated learning. | Can be done at user’s own The user must be (Rjaibi et al.,
In the cybersecurity context pace motivated to start and 2016; Skinner
the lessons being presented Contains a level of finish the course etal., 2018)
are cybersecurity focused. anonymity through self- No face-to-face
selected usernames communication
Multi-directional
communication (with
course provider and other
students)
Video A recording or broadcast of Entertaining Unidirectional (Dlamini &
images with the Can stop, rewind and communication Modise, 2013;
cybersecurity message. replay Kritzinger
Can be presented to a Elmarie, 2016)
large audience

3.2 Motivation

Individually, the delivery methods mentioned in Table 1 have received some level of success however, their
weaknesses have been pointed out by (Bada & Sasse, 2014). However, research has proven that a combined
delivery method for Cybersecurity awareness training is more effective than using one delivery method
(Abawajy, 2014). The combination of delivery methods can be used to form a strategy. The aim is to exploit the
strengths of the delivery methods while attempting to minimise the effect of their weaknesses. The current
paper proposes a strategy for Cybersecurity awareness training rollout that incorporates traditional face-to-face
training, eLearning (eduCyber) and games to reach a large target audience. The paper addresses the following
needs:

= Cybersecurity training scalability

= Cybersecurity training rollout method
4. Proposed cybersecurity awareness rollout strategy

The cybersecurity awareness program will be developed to balance traditional training methods with
cybersecurity material and educational learning tools into a stimulating learning experience. The proposed
cybersecurity strategy is a composed of four main delivery methods. Posters, face-to-face interaction, games as
well as eLearning. See Figure 2.

Posters:

Face-toFace Games:

Condition Interaction: Create curiosity eLearning:
employees Introduce cybersecurity and positive attitide Formalise the
tothe and relate principals to towards learning cybersecurity
cybersecurity real world more about education
awareness cybersecurity

training

Figure 1: Cybersecurity rollout strategy

4.1 Posters

Design and print a set of posters with striking visuals and slogans are designed and put up around the common
areas. The posters should be put up two weeks before the face-to-face interaction to create familiarity. The
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posters should then be removed after the last face-to-face interaction. An example poster is provided in the
Figure 2.

\

Evil scammerlaokinu tar nnlsnlng attackvlctim

To apply please:
- Open suspicions emails - Forward chain email
= Click on links within the email - Reply to suspicious emails

Benefits:
- Get your identity theft - Get your money stolen - Get into debt
Looking forward to your money!!

Sincerely Scammers (Phishing attacks,
SMiShing and Vishing)

Figure 2: Example of awareness poster

4.2 Face-to-Face interaction

The employees in a large organisation are divided into smaller groups, and a series of face-to-face interaction
sessions are scheduled for each group. Group size should not exceed 100 people. The people in each group
should be similar in job title. This is to enable the facilitators to present customised training for each group. Top
management and a general working do not face the same cybersecurity challenges and therefore should be in
different face-to-face sessions. These sessions should be kept under an hour to prevent cognitive overload of
the employees.

The sessions are run by at least two facilitators. During the session, facilitators take turns in introducing the
different topics in cybersecurity. The role of other facilitators is to encourage interaction of the employees. This
is achieved by having the main facilitator as a presenter in front, while the other facilitators sit with the audience
providing a few answers asked by the main facilitator. Once the audience is comfortable, the other facilitators
may also pose questions to the audience to promote discussion.
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The style of the presentations should be casual with elements of humour. The aim of the face-face interaction
is for a facilitator to provide examples of how cybersecurity plays a role in the employees working and personal
life. The customisation of examples for different groups plays an important role. For example, top managers
should be aware of phishing emails that require the fraudulent signing of documents. While a general worker
should be warned of phishing emails that might require the fraudulent executing of a purchase order. The aim
of these sessions is to connect cybersecurity principals to the real world. At this stage it is not important for the
facilitators to present formal definitions of terms.

At the end of the session the audience is divided into groups of four where each group is given a cybersecurity
themed board game to play.

4.3 Board game

To end off the session, a cybersecurity game is played by the employees. The facilitators should explain the rules
of the game and encourage participation. In this study, Securathon is used as an example game. Securathon is a
cybersecurity themed board game, which has similar playing rules as the popular board game 30 Seconds. The
game was designed for cybersecurity awareness training by, KFP Chan, a researcher at the Council for Scientific
and Industrial Research (CSIR). Details of game play can be found in the Figure 3. The role of the game is to
reinforce the lessons learnt during the face-to-face interaction. The game also introduces new principals not
discussed during the session. The game session should not last more than 30 minutes. By the end of the face-to-
face and game session the employees should be curious about cybersecurity and have a positive attitude
towards learning more about the topics. This sets the stage for the final element of the cybersecurity strategy,
the eLearning platform.

4.4 elearning platform

The final element of the rollout plan is providing the employees with the opportunity to formalise the training
through the completion of an online course. At the end of the face-to-face session the users are given
information on how to access the eLearning platform.

In this study, the online course is presented on eduCyber, a custom-built eLearning platform designed and
implemented by the researchers. eduCyber is built on an open source platform and is easily customisable for
different target groups. eduCyber allows a large number of users access to cybersecurity awareness training.

The main functionalities of eduCyber are:

= Online training based on the videos and slides

= Pre/post assessments

= Provide certificate of completion

=  Provide analytics and reporting capability for the organization and training provider

Each employee is given the opportunity to complete the online course at their own pace and time. The

employees should at this point be familiar with some of the cybersecurity principals. The role of the eLearning
platform is to connect the practical examples given during the session to formal definitions.
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Figure 3: Securaton game play instructions

5. Conclusion

Even though most organisations have the tools and techniques to prevent organisation from cybersecurity
threats, the recent trends are indicating that the human-aspects are the greatest contributors to organisations
being vulnerable to cybersecurity threats. The paper presented a cybersecurity rollout strategy for a large
organisation. The strategy consists of four elements, Posters, face-to-face presentation, games and eLearning.
The advantage of the proposed strategy is that is scalable, and customisable for a large target audience. Future
work in this research is the evaluation of the impact made by the strategy. As part of this goal, the current
strategy has been rolled out to an organisation. With streamlined cybersecurity awareness programmes in
organisations and communication, the national security posture could be improved.
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