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Abstract—Wireless Sensor Networks (WSNs) are network 

paradigm that are constrained by several challenges such as 

management of the network, energy consumption, data 

processing, quality of services (QoS) provisioning, and security.  

Software-Defined Networking (SDN) emerged as a viable 

solution to mitigate these inherent challenges yielding SDWSN. 

SDWSN is gaining momentum and has brought innovation, ease 

of network management and configuration through network 

programmability. However, SDWSN is not immune to challenges 

due to several issues inherited from both the WSN and SDN. 

Although several research works have been carried out aimed at 

proffering solutions, there is still more to be done to ensure 

SDWSN is secure, dependable, and scalable. Therefore, this 

paper brings together some of the notable issues that needs to be 

addressed and some of the solutions already proposed or 

developed. The objective is to get insights into these challenges 

and provide some solutions. We presented and discussed 

specifically, the security issues with respect to SDWSN model, 

threats, attacks, and some of the existing countermeasures.  
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I. INTRODUCTION 

Wireless Sensor Network (WSN) comprises of small sensor 
equipped with capability of checking physical and natural 
variables, like temperature, humidity, vibrations, movements, 
seismic occasions, and so on [1, 2]. Sharma et al. [3] defined a 
sensor node as that which gathers information about physical 
and natural variables from fields, process and propagates the 
processed information with other nodes in the network. This 
network paradigm has created great impacts on Internet of 
Things (IoT) and cloud computing, since the sensing nodes are 
the most building blocks of this concept [3, 4]. WSNs stand as 
one of the foremost developing advances combining together 
sensing, computational capability and communication into 
miniature devices continuing towards entirety modern world of 
simplicity. In the perspective of IoT, [5] predicted that  about 
50 billion devices will be connected to the Internet by the year 
2020 where most of these devices will be equipped with 
sensors and actuators. The technology of WSNs is utilized to 
close the gap between the physical and computer-generated 
world of electronic gadgets like computers [6]. Its significance 
lies in its widespread application due to their cost-effective 
characteristics such as in the military, restorative, and different 
keen frameworks for instance Smart City, Smart Grid and 
Smart Water Framework [7 - 9]. However, WSN is faced with 
several challenges related to the asset confinement of the 

sensor equipment to be specific, processing, memory, energy 
and communication capabilities, in spite of the fact that they 
are broadly utilized because of the expanded amount of 
inserted devices accessible for simpler sending [10]. Other 
issues are quality of service (QoS), scalability and reliability 
[11 - 14]. These issues are inherent to sensor networks because 
the nodes are made to have functionalities from the physical 
layer to the application layer carrying on to be an independent 
system that forwards data and manages the network [15]. 
Although, it operates correctly, it still needs effortlessness and 
adaptability which will make it difficult to oversee whenever 
attempting to execute a long range and low power WSN at a 
large-scale [10]. Due to these inherited challenges, securing 
WSN is not a trivial task [38, 39].  

Software-defined networking (SDN) is an architecture for 
computer networking that gives a clear partition between 
network control capacities and forwarding operations. This 
architecture aimed to simplify the usage of a few tasks that are 
critical to network operation, such as routing and network 
administration [14]. SDN has gained momentum recently and 
attracted application in several areas because it works on a 
design leading to the partitioning of the data plane and control 
plane through the OpenFlow interface [15]. The most 
important aspect of the SDN model is that it is designed to 
address majority of the issues plaguing WSNs, particularly 
energy consumption, which could be the cause of the network 
life expectancy and performance. However, majority of the 
energy severe capacities are delegated to the centralized node 
from the physical node. These nodes become devices that 
cannot perform routing, processing, and management functions 
but performed by the controller [15]. The incorporation of 
SDN into WSN has yielded to a modern paradigm called 
Software Defined Wireless Sensor Network (SDWSN). Thus, 
SDWSN provides the following benefits to the WSNs: 

 Energy saving: WSN nodes are energy-constrained, 
leading to the limitations in the design and 
implementation of sensor application and network 
protocol. Therefore, SDN promises an energy-efficient 
way for sensor network management. 

 Sensor node mobility: The structure of the mobile 
sensor network changes frequently depending on the 
degree of mobility. If centralized SDN controller 
manages mobility routing decisions and policies could 
be modified at sensor nodes which could lead to lower 
convergence time. 



 Network management: Network management is one of 
the complex aspects in WSNs, hence SDNs promises a 
neat and flexible solution to management problems in 
WSNs. 

 Localization accuracy and topology discovery: In many 
sensor networks localization is very important, because 
of the sensor nodes’ energy-constrained nature it is 
therefore important to achieve highly-accurate location 
information with the help centralized location 
algorithm. With the utilization of SDN the gathered 
location information can be combined at the centralized 
controller where it can be used by a network topology 
discovery algorithm to enhance routing decision made 
by the controller. 

Despite the benefits of SDWSN in the realm of WSN, 
several challenges still exist. Many of the identified issues are 
as a results of resource limitation of WSNs [16] and those 
inherited from SDN. Moreover, the advancement of the 
SDWSN architecture is still in its earliest stages but profitable 
advances have been made within the research communities. In 
spite of the distinctive applications of the architectures, they all 
adjust to the basics of SDN. Therefore, this paper brings 
together some of the notable issues and currently available 
countermeasures of SDWSN challenges. The objective is to 
gain insights into these issues and make them available to 
researchers in order channel research activities aim at ensuring 
a more secure, dependable and scalable SDWSN networking 
paradigm. 

     The remaining parts of the paper are organized as 
follows: Section II presents the related works in SDWSN. 
Section III highlights and discusses the security issue in the 
SDWSN. In Section V discusses the findings, Section VI 
presents the paper conclusion. 

II. RELATED WORKS 

There are several existing review and survey works on the 
issues of SDN-SDWSN. Some of the studies are discussed as 
follows: Kgogo et al. [15], presented numerous issue of 
security in SDWSN coming from the view of WSN and SDN 
and some of the solutions that addressed such challenges. The 
study outlined security issues faced by SDWSN and concluded 
that the network paradigm is in its early stages and security 
aspects of the networks still need to be addressed. They also 
provided suggested ways to mitigate attacks within the 
SDWSN which is also applicable to the entire network [15]. 
Pritchard et al. [17] emphasized security as one of the foremost 
vital facet of any network which has been neglected in the 
improvement of SDWSN. They analysed the security problems 
with SDN and WSN individually as there is a need to 
consolidate SDN and WSN security methods to address the 
challenges of SDWSN alone. WSNs have several inherent 
problems like unavailability of resources resulting in the failure 
to apply security measures in its initial architectural design. 
SDN has its difficulties like trade-off amongst functionality 
and performance particularly on the forwarding plane [17]. 

In a similar study, Kobo et al. [16]  studied the recent 
modern application of SDN in WSNs which falls within the 

TABLE I.  SECURITY THREATS IN DIFFERENT LAYERS OF SDN [18] 

Security threats Security strategies Security 

requirements 

Affected 

functionalities 

Application 

layer 

Control 

layer   

Northbound 

“NI”or 

Southbound 

interface “SI” 

Data 

layer 

Operating system 
alteration 

Trusted computing System integrity 
protection 

Application 
management 

       

Software 

framework 

alteration 

Trusted computing System integrity 

protection 

Application 

management 

       

Software failure High assurance Robustness, system 

integrity protection 

All functionalities        

Hardware failure High assurance Robustness, system 

integrity protection 

All functionalities       

Configuration data 

alteration 

Data integrity 

functionality in 

SDN middleware 

Data integrity 

protection  

Resource 

management, 

application 
management 

   SI   

Configuration data 

extraction 

Data integrity 

functionality in 
SDN 

Confidentiality 

protection 

Data management    SI   

Unauthorized 

access to SDN 

services 

Deploying secure 

administration 

module 

Identities 

verification, ensuring 

system integrity 

All functionalities     NI and SI   

User data 

alteration 

Data integrity 

functionality in 

SDN 

Ensuring data 

integrity 

Data management      

Masquerading as 
authorized SDN 

controller 

Use of digital 
signatures for SDN 

software 

Ensuring system 
integrity, identities 

verification, 

accountability 

Application 
management 

   SI   

 



larger context of IoT. They presented the bottom-up approach 
within SDN application to the realisation of IoT and explored 
the impact of having SDWSN. The problems of SDWSN 
paradigm for instance energy, network management, 
configuration, scalability, routing, mobility, localization 
interoperability, communication and security are predicted to 
progress [16]. They also presented the challenges surrounding 
future of SDWSN and identified important design 
requirements. The conclusion is that not much work has been 
done on SDWSN challenges since it is a networking model that 
has just been developed.  Furthermore, Akhunzada et al. [18] 
from SDN point of view defined few of the security issues 
originating from the control plane. 

In some of the review papers highlighted above, several 
notable issues were not discussed. All these papers have to be 
read before comprehending the important challenges that exist. 
Thus, this paper fills the gap by bringing together these issues 
faced by SDWSN. As SDWSN model is advancing, attackers 
are developing new techniques to harm the network either 
through the planes or the periphery devices. Hence, it is 
important to secure it against all threats and attacks. 

III. SECURITY ISSUES IN SDN-SDWSN 

This section highlights some of the challenges faced in 
SDWSN. They are discussed as follows:   

Shaghaghi et al. [19], identified the challenges confronted 
with securing the data plane of SDN which is one of the least 
investigated but most critical component of this technology. 
They highlighted the critical role of data plane in the 
implementation of network policies with the need to ensure 
that it is secured and protect from attackers. This is because 
compromising forwarding devices can potentially take down an 
entire SDN system. They stated that existing solutions suffered 
from limitations that hindered their real-world applications. 
Thus, a more advance and practical protecting mechanism is 
needed. There is also the need to evaluate the applicability of 
existing solution for effective forwarding devices and 
designing a secure hardware for SDN-enable forwarding 
devices based on the latest software advances and 
requirements. Moreover, [19] presented a taxonomy of attacks 
against SDNs based on their scope and impacts. Particularly, 
discussing how an adversary can use vulnerabilities of 
distinctive SDN components to target network policies, their 
enforcement, and implementation. They also stated the 
importance of securing the SDN data planes and establish a set 
of suggestions for a working solution as well as reviewed the 
existing solutions with regard to these requirements. 

Pritchard et al. [17] stated that there is a need to adapt the 
existing solutions to study the SDWSN alone. They identified 
that proposed solutions must be evaluated to ensure their 
validity and the control plane must be protected from attacks. 
One of such validation is to ensure whether for instance, sensor 
nodes poses a threat to the data plane or not [17]. Moreover, 
they stated that though SDN approach is beneficial, they also 
introduced new threats and attacks that could harm and 
compromise the entire networks. Some of the threats discussed 
in [17] are: 

 Application plane: Issues are centred on authentication 
and authorization in terms of network attacks [20]. This 
is as a result of no existing techniques for certification 
and the management of trust. 

 Controller plane: The issues is that the control plane is 
the potential target of attacks due to its criticality. Thus, 
attacks such denial of service (DoS) attacks and data 
theft can results in the failure of the entire networks. 

 Data plane: Fake traffic flows, assaulting vulnerabilities 
in switches are the threats of the data plane due to 
misconfiguration of the devices and attacker [20]. A 
malicious user can infuse fake flows into the network 
once the control of the server has been gained.  

In addition, [17], suggested effective security measures for 
the SDN ranging from the detection of threats,  remediation to 
the correctness of the network as well as the security as a 
service. Most researchers concurred to the suggestion that 
security should be considered when designing SDNs. 
Accordingly, Ahmad et al. [20] proposed several approaches to 
incorporate security into the control plane. They include: the 
prevention of attacks such as DoS and DDoS ensuring security 
through reliable controller placement, protecting against 
application that are malicious or faulty and protecting against 
attacks that impacts the control plane’ scalability effort.  

Chen et al. [21] also identified other security challenges 
that affects the SDN which include attacks on the controller 
and switches vulnerabilities, forged flow of traffic, control 
plane communication attacks and the management of trust 
between applications and controller. Consequently, the 
network needs to be aware and mindful of any potential threat 
which should be addressed during its design. Within the 
perspective of SDN, Ali et al. [22] explained that, SDN 
security can be improved by incorporating the security features 
into its architecture. To this effect, Han and Ren [23] proposed 
a cluster-based routing protocol in an OpenFlow-based SDN 
using three types of nodes: master node, centre node, and a 
normal node. The master node serves as the controller, the 
centre node is the switch/sensor while the normal node accepts 
data. Moreover, SDN-based virtualization application model 
FlowVisor [24, 25] was used to enables multiple controllers to 
utilize or manage one switch simultaneously. Akhunzada et al. 
[18] also presented several important security threats that 
negatively affects the different layers of the SDN paradigm. 
Summary of these threats are captured in Table I. They include 
the different threats, their strategies, the security requirements 
needed, the impacted functionalities and the different layer 
affected. 

Modieginyane et al. [26] also recognized that security is a 
major concern in the SDN. Their work reported that security is 
still an issues because of the following questions that still 
ascend: 

 What method will be used to implement security in the 
SDN infrastructure? 

 If security is implemented in SDN centralized 
controller, what will happen when the controller is 
compromised with attacks? 



 Should there be a few level of security in each portion 
of the SDN design? 

In addition, Modieginyane et al. [26], considered 
challenges that are presently emanates from both SDN and 
SDWSN approaches, being referred to as whether they could 
enhance general WSN applications. They encouraged on 
network basic perspectives, such as security, reliability and 
scalability, since these are probably the most central points that 
should be considered when wanting to enhance or streamline 
network functionalities. Vigorous types of framework testing 
could be utilized to abuse the system of any security weakness, 
in light of the fact that the endeavour of growing intense 
security for SDWSN is a continuous process [26]. The 
utilization of centralized controller in SDWSN brings up some 
security questions that show up with the introduction of SDNs 
such as [27]: 

 What might be the impact if assaults are coordinated 
towards the controller? 

 What might be the impact of a vindictive controller on 
the system? 

Dhamecha and Trivedi [28], examined security issues and 
challenges in SDN and the current state-of-the-art. They 
further, stated that SDN is still developing, hence such a 
significant number of challenges emerge while conveying it in 
current networks. They concluded by expressing that there 
should be different security applications and extra security 
layer on top of the physical layer to ensure the security of the 
controller [28]. Ali et al. [22], expressed that security has 
assumed critical significance lately due to a number of reasons, 
hence they directed a survey of security issues of SDN by 
analysing basic undertakings of securing the SDN. In addition, 
featuring that there is an earnest requirement for security 
component which deciphers security privileges over domain 
restrictions. They categorized SDN-based security research in 
two branches: (1) research equipped towards ensuring the 
protection of the network, and (2) providing Security as a 
Service (SaaS). 

Kreutz et al. [29], expressed the need to join security and 
trustworthiness into SDN from the early stages. Taking note of 
the fact that dangers in SDN are not just of an alternate nature 
when contrasted with traditional networks. They layout certain 
classes of security threats which might be utilized to assault 
SDN such as forged traffic flows, DoS attacks, etc. Moreover, 
the research efforts to mitigate these challenges are steps in the 
right direction, however there is an enormous measure of work 
to be done before SDN can be certainly sent in the real world 
because we can no longer bear the cost of a receptive security 
methodology that the business took with traditional networks 
[19].  

Moreover, Jacobsson and Orfanidis [30] detailed that the 
SDN approach for WSNs is confronted with issues due to the 
resource constraint and management. Nunes et al. [31] further 
added that challenges of efficient utilization of resources 
particularly in wireless multi-hop ad-hoc network is due to the 
inherent limitation of the wireless capacity. [30] Went further 
to proposed the design of an architecture that is adaptable for 
WSN and IoT that are based on SDN and where in-network 

processing is considered an integral part. They also proposed to 
validate the architecture by implementing a prototype, ensure 
communication between control plane and the data plane and 
ensure energy efficiency in the SDWSN architecture.  Also, the 
challenges of WSN devices and their capabilities as well as 
difference requirements stemming from the application 
scenarios are addressed by the SDWSN design [32]. Anadiotis 
et al. [33] proposed SDN solution which extends the approach 
of WSN called SD-WISE.  The solution allows the wireless 
sensor nodes operating system to support the network function 
virtualization (NFV). In this case, SD-WISE exploits ensure 
that sensor nodes will carry on as imposed by a remote 
recognized authority on the basis of the current context. 

IV. DISCUSSIONS 

SDN is a network technology that has gained considerable 
momentum today and has brought innovation, ease of 
management and configuration to the networks through 
programmability technique. However, it is also face with 
several challenges. This paper reviewed the challenges faced 
with the SDN approach and the newly developed network 
paradigm, SDWSN. It presented several proposed and 
developed solutions that can be used to mitigate some of the 
challenges of SDWSN. The review found that SDWSN is 
faced with several security challenges inherited from the SDN 
and the WSN. Moreover, the network technology is still in its 
early stage. Though several research have been performed in 
the perspectives of SDN and WSN separately, there are no 
enough work done on SDWSN alone. Table II presents a 
summary of some of the challenges identified, some solutions 
proposed and tools/techniques used. It also presents a summary 
of the future work presented by each researcher in the area of 
SDWSN. In addition, we found that the choice of tools in the 
implementation of SDWSN is very important. Some of these 
tools are shown in TABLE II. For instance, “Mininet” supports 
collaborative network research in terms of flexibility, 
deployment, interaction, scalability, realization and sharing 
[32]. W3 supports troubleshoot bugs in SDN control software 
[36]. Reitblatt et al. [37] developed a declarative language 
“FatTire” that supports fault-tolerance requirements and 
provide compiler with fast-failover mechanism. Moreover, FS-
SDN by Gupta et al. [34] supports  large scale networks 
compared Mininet. 

Given the above challenges and some of the solutions as 
well as tools, we also found out that there is a gap in building 
effective security framework for the model and some of the 
proposed solution have not yet been validated. Thus, to ensure 
that SDWSN is secure, dependable and scalable, proactive 
security measures should be developed, validated and put in 
place. 

V. CONCLUSION 

This paper presented some of the security issues that 
confronts SDWSN and few of the proposed and developed 
countermeasures to address the challenges. We found that 
SDWSN is faced with several challenges emanating from SDN 
and WSN. Moreover, SDWSN is still new technology. 
However, SDWSN is gaining widespread applicability and 
several researchers within the industry and academia are the 



major players. Though, several solutions have been proposed 
or developed, more solution ought to be developed to ensure 
the security and dependability of SDWSN. Given the different 
security issues identified, there is the need to channel research 
efforts and activities to address them in SDWSN. Thus, our 
future work will attempt to provide solutions to some of the 
identified security issues in the SDWSN. 
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