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ABSTRACT:

Distributed Denial of Service (DDoS) attacks cause significant
disruption on critical networks within South Africa. Timely
detection and mitigation is a key concern for the SANReN Cyber
Security Incident Response Team (CSIRT). This paper presents
an analysis on the Memcached reflection DDoS attack which
occurred in February 2018. The attack was the largest DDoS
attack to date. By analysing the attack and the impact it had on
the SANReN network, this paper aims to show how network flow
data can be used to detect network attacks, and perform post
attack analysis to prevent future network attacks. The attack
time-line is divided into three main phases: pre-attack, peek
attack period and post attack residue.



