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2 CYBERSECURITY IN COMPLEX 
ENVIRONMENTS 

• Multifaceted organisational structure,
• Variety of overlapping processes and operations,
• Interconnected information systems,
• Integrated flow of information,
• A large size of the organisation, and
• Geographical spread of business units.
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(how do you 
protect what you do not know or monitor?) . 

3 RESEARCH METHODOLOGY 

(the identity of the organization will remain anonymous due to 
ethical clearance and confidentiality requirements)

4 CYBERSECURITY REGULATORY 
FRAMEWORKS 

4.1 NIST Cybersecurity Framework 

Figure 1: NIST cybersecurity framework. 
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4.2 ISO 27001 

4.3 Gartner Adaptive Security Architecture 

Figure 2: Gartner Adaptive Security Architecture 

4.4 COBIT 5 

4.5 TOGAF Enterprise Security Architecture 
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Figure 3: TOGAF Enterprise Security Architecture 

5 CASE STUDY FINDINGS 
6.1 Risk Assessment 

 

Table 1: Extract of identified risks 
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6 INTEGRATED CAPABILITY 
MANAGEMENT 

Figure 4: Capability Life Cycle .
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7 A UNIFIED CYBERSECURITY 
FRAMEWORK 
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Figure 5: Unified cybersecurity framework for complex 
environments. © Jabu Mtsweni
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security
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Table 2: Lines of Development (POSTEDFIT-B) 

P-Personnel 

O-Organization 

S-Support 

T-Training 

E-Equipment 

D-Doctrine 

F-Facilities 

I-Intelligence 

T-Technology 

B-Budget 
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