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Abstract—In this paper, the literature survey of different
algorithms for generating encryption keys using fingerprints is
presented. The focus is on fingerprint features called minutiae
points where fingerprint ridges end or bifurcate. Minutiae points
require less memory and are processed faster than other
fingerprint features. In addition, presented is the proposed
efficient method for cryptographic key generation using finger-
codes. The results show that the length of the key, computing
time and the memory it requires is efficient for use as a biometric
key or even as a password during verification and authentication.
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I. INTRODUCTION

The identity of an individual is the abilities, beliefs,
personality, appearances, and/or expressions that differentiate
an individual amongst others [1]. There are three main methods
that are used to prove identity, namely: Something we have,
(e.g. ID Card/Document or smart card), something we know
(e.g. password or PIN number), and something we are (e.g.
Biometrics such as fingerprints or iris). During old days the
only methods that were used are something we have and
something we know. Nowadays many applications are
replacing these old methods or combining them with something
we have (e.g. biometrics). Biometrics is a biological or
behavioral characteristic of a human being that can distinguish
an individual from another, such as; fingerprints, iris, ear, face,
gait, footprints and more. The literature has shown that most
biometrics if analyzed in details can be used for identification
or verification because of their uniqueness [2]. The focus in
this paper in more on fingerprints because they are widely
used, easy to capture and has been successfully used by law
enforcement for more than a century [2].

In the literature, it has been shown that combining
fingerprints and smart cards higher security can be achieved
[1]. A smart card is a security token that has an embedded chip.
A smart chip is a small microprocessor or memory chip that is
embedded with smart cards so that is called ‘smart cards’ [1].
The chip stores electronic data and programs that are protected
by advanced security features. It gains the processing power
when it is connected to an appropriate reader so that it can
serve different applications. Smart chips are increasingly used
nowadays because provides data portability, high security and
convenience [2]. Although the concept of smart cards is not
particularly new, however, it is the practical use of smart cards
and smart chips in different applications that have never been
more popular. Smart chips are used in smart cards, tokens, bio-
cryptography, ID cards, Bank cards, cell phones, computers,

Meshack Bafana Shabalala

The Council for Scientific and Industrial Research
Pretoria, South Africa

mshabalala@csir.co.za

health departments, transportation, and other devices with
applications that require more security.

Bio-cryptography is one of the applications nowadays
where smart cards and fingerprints (or biometrics) are
combined for the purpose of achieving high security. In the
field of authentication, conventional cryptography depends on
either something we know or something we have. The problem
with these methods is that they cannot authenticate genuine
individuals. Hence, including something we are as fingerprints
can add more security. However, fingerprints alone are
vulnerable against types of attacks, such as false fingerprints,
matcher attack [4],[5]. That is why fingerprints are combined
with cryptographic key methods for high security.

In general, a characteristic of cryptographic keys is large
unpredictable random numbers. The methods of using
cryptographic keys use the concept of asymmetric and
symmetric key cryptography [6]. In symmetric concept, called
secret key, use the same key for both encryption and
decryption; asymmetric concept, called public key, use
different keys for encryption and decryption. The symmetric
concept is stronger than asymmetric concept because
symmetric uses the private key. Symmetric algorithms include
AES, and asymmetric algorithms include RSA [7].

Although different works have been proposed to generate
cryptographic keys, there is still a gap in achieving strong bio-
cryptographic key at a short computation time and memory
size. In this paper, we propose a new method of generating a
strong cryptographic key at a short time and memory. Firstly,
existing methods have been presented for generating bio-
cryptographic keys and the comparison with the proposed
approach in terms of, key length, and computing time.

The rest of this paper is structured as follows: Section 2 is
the review of related work. Section 3 is the explanation of the
proposed method for generating the cryptographic key. In
section 4 is the comparison of methods with the proposed
method. Section 5 is the discussion of the results, and the last
section is the conclusion and future works.

Il. RELATED WORK

In this section presented are recent different algorithms
used to generate fingerprint keys and applications where they
have been used.

In 2015 [7] proposed fingerprint encryption algorithms
using the fingerprint keys and a look-up table for the



encryption and decryption process. This method used the
fingerprint key with a simple equation in order to generate the
encryption key. The encryption key used to encrypt and
decrypt data. The results showed three different ciphertexts in a
hexadecimal form which are encrypted by using this method.
The differences among these texts are very large. The large
differences due to use a larger lookup table with (256x256)
dimensions in encryption. The simulation results presented that
this encryption method gives high security with a good
performance. However, this algorithm uses minutiae type
which is easily affected by the noise, distortion, and
transformation of the fingerprint image, which can result in a
different key. Performance measures used are:

1.  the length of the fingerprint key,
2. the symmetric concept, and

3. the size of columns and rows of the look-up table
(256x256) dimensions

In 2015, [9] authors improved work proposed in [3] from
the algorithm and described the drawbacks of the previous
method, namely, effects affecting the length and angle between
average point and minutiae. Since one fingerprint can only
contain a limited number of minutia points, approximately
between 20 - 40. Therefore there are high possibilities that if
attackers acquire minutiae information successfully, they can
narrow down the search range of Key. In other words, the
cryptographic keyspace created by 20 - 40 minutiae points is
small and it will be easy to hack. They have proposed a
solution to solve this problem by increasing the total number of
minutiae. This is achieved by adding noise through image
enhancement and this noise will increase the number of
minutiae and also will increase the key strength. However, the
results of this algorithm can be affected by adding noise
because it changes the originality of fingerprint features.
Performance measures:

1. Comparison between fingerprint encryption and
AES algorithm
2. Brute force attack to measure number of times

required to break the key, in seconds

In 2015 [11] authors derived a secure cryptographic key by
incorporating dual fingerprints of a human being, so as to
provide better security. Feature level fusion of fingerprints is
suggested for cryptographic key generation. Fingerprints are
acquired, processed and finally extracted features are combined
together to generate the 256-bit cryptographic key. The
experimental results have demonstrated the efficiency of this
approach to produce user-specific strong cryptographic keys.
Performance measures:

1.  Confidentiality and integrity
2. Man in the Middle Attack

3. Exhaustive Search Attack

4.  Brute Force Attack

In [12] 2015 authors presented a technique to generate an
asymmetric key pair for RSA by combining fingerprint
features. Generate keys from extracted minutiae points

including ridge ending, ridge bifurcation, crossover and
isolated points. After extracting minutiae points and store their
locations in arrays, shuffling of the individual array is
performed. At the end, all duplicate numbers are removed. The
result of this process is a large random number of 1024 bits
array converted into hex. Results showed that that the
presented random number can be used in any encryption
algorithm to generate the key. Authors then generated two keys
that can be used for the RSA encryption and decryption which
are 512 bytes long. As randomness is involved at many levels
starting from fingerprint selection to key generation, the
complexity of key is expected to be high. The generated RSA
key pair can be used as any conventional RSA key pair to send
and receive encrypted data. Performance measures used are:

1. Randomness of generated number
2. Fingerprint key length
3. Complexity of the key

In 2012 [13] presented an algorithm for deriving the key
from fingerprints for the applications based on the Elliptic
Curve Cryptography (ECC). This method can provide high
security with good performance in terms of computational and
memory requirements because it requires small keys. ECC
method uses the concept of algebraic structure for elliptic
curves over finite fields to generate cryptosystems. This
approach was implemented in MATLAB and was used to
generate a cryptographic key of different sizes, which is
suitable for any real time cryptography. The result of this
method is a key length of 128 bytes. The average computation
time required to generate the key is 0.032ms. Performance
measures used:

1. Fingerprint length
2. Computation time

In 2014 [14] authors presented a method that generates the
bio-cryptographic key from fingerprint minutiae. The first step
is to generate two vectors from extracted minutiae set. These
vectors are used on three functions namely, concatenation,
salting process, and shuffling process for the purpose of
generating random prime numbers. This generated number is
then used in RSA cipher algorithm to generate 2048 key. The
results presented that the method can be implemented in
different processors like a microcontroller, ARM, and FPGA.
Performance measures used are:

1. Fingerprint key length
2. Complexity of the key generator algorithm

Recently in 2016, [10] a biometric cryptosystem is
proposed which provides a better secures approach to
encryption and decryption methodologies by using a key-pair
generated from fingerprint impressions. This method follows
the encryption scheme that is similar to the RSA encryption
algorithm because of the similarities in the key-pair application
towards encryption and decryption. Presented results showed
that computation time required to generate a cryptographic key,
public or private is 0.002 seconds. Performance measures used:



1. Computing time required to
fingerprint key for encryption

2. Security

compute the

I11. PROPOSED METHOD

The proposed method is a novel approach of a finger-code
based type minutiae key generation where minutiae points are
transformed into a binarized form. In order to illustrate how
this approach works, let’s first assume a random set of
minutiae points in a 2D Cartesian plane. In each set, reference
minutiae points are chosen at random. Each minutia will be a
reference. For each reference minutia, the aim is to represent
the neighborhood of the reference minutia in binary form. In
order to achieve this for each reference minutia point, a square
grid/tessellation of N by N dimensions is constructed where the
reference minutia is at the center. The square grid is further
subdivided into AS sub-squares. The grid takes the orientation
of the reference minutia point as seen. Each sub-square in the
tessellation represents a single bit. Initially, all sub-squares are
set to zero bit. For each sub-square that contains a minutia
point, the square is set to bit 1 as represented by the white
color, shown in Fig.1. Note that the sub-square has to contain
only one minutia point. In a case where two or more minutiae
are in one sub-square then the tessellation would be regarded as
invalid.
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Fig. 1.Representation of minutiae square tessellation

The explanation of the procedure of the proposed method is
as follows: The input is a set of minutiae extracted from a
fingerprint image. The output is the text file containing the
generated finger code, as shown in Fig.3.

A. Algorithm Description

Inputs:
Extracted set of minutiae points I, the size N of an N
by N square tessellation, and the increment size for
grids in a tessellation.
Outputs:
Finger codes of binary string with 0’s and 1’s
Procedure:
For each set of points
e For each minutia, set each as a reference minutia and
create a square tessellation that is in a direction of the

current minutiae orientation, as shown in Fig.2.

Fig. 2. A representation of a square tesselation with reference minutiae at the
center.

e Calculate four coordinates A, C, E, and G that
represent points on the corners of the tessellation.
This is performed by first calculating B and F
coordinates, given a reference point and a distance
from m_ref to B or F.

O Xp = Xpoxg,, ¥ cos( Gref) + Xper
O ¥YB = Yboxgize * Sin( gref) t Vrer
e To compute F, as it is in the opposite direction of
BOrer, add 180 degrees in to 6,., and compute F
coordinates as in B.
O Xp = Xpoxg,, ¥ cos( Orer + 180) + Xper

o Yr = yboxsize * Sin( eref + 180) + yref

e To calculate A, C, E, and g coordinates, the gradient
of a line perpendicular to m_ref line need to be
known. This is performed by adding 90degrees angle
in 6,.¢. Given

0 Operp = Orep+90, A and C can be
computed by setting B as a point in the
middle as performed when computing B or
F.

e Now that coordinates of the square tessellation are
computed, store them in an array with the reference
minutiae, then find minutiae points inside the
tessellation excluding the reference point.

e For each point in the set | find points within the
tessellation and store them in the same array where
the coordinates of the tessellation are stored.

e Rotate all points so that the reference minutiae
orientation is 90 degrees.

e Translate neighbors of the reference minutiae so that
they are moved to the origin of an array, (excluding
the coordinates that represent the tessellation). This
process is called coordinate normalization.

e Represent the location in an array where there are
minutiae points in binary.

e Return the representation and store it in a text file,
this process is illustrated in Fig.3.
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Computation Finger-Code Text File

01100010010100010100100000010100110
00101010011101001000000000010000010
01100010010101100010100100101000100
10010000000000100000100010101001110
01100010010100000010100110101010100
11010010001010100100000000010000010

Cryptographic
>
key generator

10101001100101011010000010100110100
00001000001001010011010010000001001

Fig. 3. Process of finger-code generation

IV. COMPARISON OF FINGERPRINT KEY GENERATION
ALGORITHMS

A. Comparison measures

The Performance measures that are used during this study
are:

1) Computing time or speed of encryption key
generator algorithm

2)  Strength of fingerprint key measured using the
length of the key

These performance measures are used because in a runtime
systems are the main measures that affect the system
performance. In addition, smart chips have limited resources in
terms of memory and instruction sets.

B. Comparison table

This table shows comparison measures used with existing
methods for generating bio-cryptographic keys. Different
methods have been presented which generate key length of 128
and or 256 bytes and compared to the proposed method. These
method in [13], [7], [9] and [10] were selected for comparison
because of the availability of their algorithms and the
consistency in the length of the data used.

TABLE 1. TABLE FOR COMPARISON
Comparison Measures
Year [Ref] Key length (bytes) ?n?m%zgt:sjg) time
2012, [13] | 128 0.032
2015 [7][9] | 128 1.300
2016, [10] 256 2.000
Proposed 256 0.170

Solution

V. DiscuUssION

The presented method offers a few advantages over other
methods, namely:

e The templates for the query and reference do not
have to be of the same dimensions since the
neighborhood is independent of the exact location
of minutiae rather the relative relationship is
encoded

e The binarization of the neighborhood is well
suited for a light architecture platform.

e The neighborhood encoding is rotationally and
transnationally invariant

e Measured computing time or speed of
cryptographic key generation algorithm is 0.17
milliseconds

e  The strength of fingerprint key measured using the
length of the key; the key length varies depending
on the number of minutiae and the size of square
tessellation. The larger the square tessellation size,
is the larger key length.

e This method can be used to generate keys for
asymmetric or symmetric

e Does not depend on the type of minutiae

The proposed method has a significant advantage in terms
of the key length because of its option to vary the length, which
makes it suitable for the use in different cryptosystems with
different key length requirements. In addition, there is no
requirement for the cryptographic key to be stored in a
protected memory, thus reducing the security threats to the
minimum. The fingerprint is an inherent trait of every
individual and is distinct. Hence, different cryptographic keys
can be generated, making it very hard for an attacker to guess
the key.

CONCLUSION

A new approach of encoding the minutiae neighborhood
into binary form has been proposed for generating a
cryptographic key that can be used as a key and for verification
or authentication. The approach creates a square tessellation
that contains sub-squares to encode the minutiae point. The
tessellation is created such that no two or more minutiae points
can be located within one sub-square. The banalization of the
neighborhood is well suited for a light architecture platform
with small memory. The variability in key length, large length,
and type of our key gives advantages of the key to be used in
different applications including, different methods of
cryptography such as AES, RSA, and more. In addition, it can
be used on smart cards as a biometric template for verification
purpose. Measured computing time or speed of cryptographic
key generation algorithm is 0.17 milliseconds.

Future works will be to optimize the algorithm in terms of
computing time and test the proposed method in the
environment of a smart card.
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